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Field Seized coseumber
Handheld Device
Worksheet

Case Details ‘

Evidence Item Number

Date/Time Seized

Primary Offense

Device Details ‘

Handheld Device Seized From

Handheld Device Owner

Manufacturer

Model

Serial Number (if available)

IMEI/ESN

Cell Telephone Number (if known)

Service Provider (if known)

PIN Number

SIM Card Number

IMSI Number

Direct Connect Number

Device Status Device Items
Type of Seizure When Seized Device Secured By Recovered Device Security

Warrant O Power off (1 Airplane mode O Charger O Pin/Password
(Attach copy)
g O Poweron O Faraday bag O Manual OO
Incident to Arrest
Foil O Cradle O Pattern lock
Abandonded O e 0o 0
Arson can [ Other O
Other O (Explain in notes) ¢ oo
(Explain in notes) Other O e 06 o
(Explain in notes)
Other

(Over)
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Suspect Information

Suspect Name

Suspect DOB

Suspect Address

Location of Seizure
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Handheld Device  CeseNumber
Evidence
Processing Request

Detective Badge
Date Seized Report #
Suspect Name Iltem #

Check all items taken:

O Handheld Device O Separate SIM Card(s) O Holder/case
O Charger O Other Media O Software
[0 Data Cable O SIM Card Reader
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Handheld Device ™
Evidence
Processing Request

Detective Badge
Date Seized Report #
Suspect Name Iltem #

Check all items taken:

O Handheld Device O Separate SIM Card(s) O Holder/case
O Charger O Other Media O Software
O Data Cable O SIM Card Reader
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Handheld Device Analysis
Control Sheet

Software Used Complete

Cellebrite
DataPilot
BitPim
Paraben
Cellebrite
Physical
Other
Manual

Logical

SIM | Yes | No

Date Case No. Manufacturer Model
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Seized Handheld  “*"™
Device Analysis

Worksheet

Case Details ‘

Examiner

Case Agent

Investigative Section

Evidence Item Number

Date Received for Analysis

Date of Analysis

Type of Case

Primary Offense

Device Details ‘

Handheld Device Owner (if known)

Handheld Device Condition (visible damage)

Manufacturer

Model

Cell Telephone Number

Service Provider

Serial Number

IMEI/ESN

IMSI Number

SIM Card Number

Type of Device 0 CDMA [ GSM [ Other

Device Time

Atomic Time

(Over)
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Device Particulars

Handset Locked OY ON
PUK Obtained OY ON PUK

Pin/Password

Pattern lock
e 6 o
e 06 o
o 0 o

Other

Airplane Mode Enabled OOY ON Ifyes, date

Device examined for physical damage OY ON

Software Used/Versions and Special Instructions for Connections
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SIM Card Analysis
Worksheet

Date Time Case No.

Evidence No. Officer

SIM Card Information

ICCID No. on SIM

Provider

Other information noted

Is SIM card damaged? OY ON

Describe damage

Software used for review

Errors noted during acquisition

Files Reviewed (check all that apply)

MF captured O EF_PLMN O
EF_ICCID captured O Captured? O
ICCID matches number on SIM card O DF_TELECOM Abbreviated Dialing Numbers O
EF_LP Language Preference O Captured? O
Captured? O EF_FDN Fixed Dialing Numbers O
EF_IMSI Captured O Captured? O
Verified with International O EF_MSISDN Own Dialing Numbers a
Numbering Plans Captured? O
Provider EF_LND Last Number Dialed O
EF_LOCI O Captured? O
Captured? O
(Over)
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Other Notable Information

Officer Badge

Contact information

Date and time analysis completed

SIM returned to investigator OY ON

Storage location of SIM

Other notes
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