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TRAINING ANNOUNCEMENT

Peer-to-Peer Investigations

Unquestionably, the internet provides new opportunities for sex offenders to meet and share explicit images and predation methods.
One way these individuals share child sexual abuse material (CSAM) is through peer-to-peer (P2P) networks, which allow collectors of
CSAM to download and trade video, images, and other pornographic text with others in the network. In effect, individuals in these
networks maintain libraries of images to share with others. Within the last decade, technology has evolved to allow law enforcement
to investigate these crimes. These tools provide investigators with the ability to identify the distribution of CSAM in P2P networks.

One such tool allows law enforcement officials to identify and locate geographically by Internet Protocol (IP) address computers that
distribute CSAM. Using these tools, investigators have been able to identify over a half-million devices involved in the distribution of
CSAM. Because existing P2P software and those currently being developed are new to many law enforcement investigators, there is a
tremendous need for training in order to fully implement the functionality of the technology and to increase investigative outcomes
within the law enforcement community.

Course Topics Include:

e [P addressing and digital officer safety e Child Protection System (CPS) Interface
e Tools for conducting P2P undercover investigation e ShareazalE
e Searching for downloads/contraband e Media library

e Building a case

Who should attend
This 3-day course is designed for all cyber investigators. The investigator attending this course should have a background in online
investigations and understand and have experience with the basic computer crime scene.

“This class opened up an entire new investigative avenue that | can bring back to my department.” — Detective, Sacramento PD

“Well structured with plenty of time to apply principles learned. All instructors responsive to questions and patient when
expounding when necessary.” — Detective, Peoria Police Dept.

Enrollment in each course is limited to 20 persons, unless otherwise noted.
Questions can be directed to Lauren Wagner — lauren@search.org
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