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Freeware Forensics: From Acquisition to Analysis Using
Free Tools

Unlock the power of free, open-source tools in digital forensics with our comprehensive course, Freeware Forensics. Designed for
digital forensic examiners in law enforcement, this course walks you through every step of a forensic investigation using only cost-free
resources. From on-site triage to in-depth data analysis, you'll learn how to handle the entire digital forensic process efficiently and
effectively without the need for expensive software. Whether you're preserving evidence, conducting analysis, or generating reports,

this course equips you with the practical skills and knowledge to perform professional-level digital forensics using freely available
tools.

What you will learn
This course will show how to achieve comprehensive forensic results without breaking the bank! Course topics include:
e Introduction to Freeware Forensics: Understand the role of free tools in digital investigations.
e On-Site Triage: Learn how to perform initial assessments and capture crucial data on-site.
e Acquisition Techniques: Master the use of free tools for secure and thorough data acquisition.
e Data Analysis: Dive deep into the analytical capabilities of open-source software for digital forensics.
e Reporting: Discover methods to compile and present findings effectively using free tools.
e Exercises and Scenarios: Apply what you've learned through hands-on exercises and scenarios.

Who should attend

This 3-day course is perfect for both seasoned examiners looking to expand their toolkit and newer professionals eager to learn
robust methods on a budget. This course is essential for those in law enforcement who seek to maximize their investigative
capabilities while minimizing costs. Foundational background in digital forensics is recommended.

Enrollment in each course is limited to 20 persons, unless otherwise noted.
Questions can be directed to Lauren Wagner — lauren@search.org
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