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Digital Forensics for Prosecutors

Mastering Digital Forensics for Prosecutors: This dynamic course is tailored for ICAC, high-tech crime, and legal
professionals dealing with digital components in criminal cases. Tailored for individuals with varying technical
backgrounds, the program equips prosecutors with the skills to comprehend digital artifacts crucial for establishing
elements of a crime. Over three intensive days, prosecutors will delve into crucial topics such as fundamental
technology concepts, the digital forensics process, hashing, data recovery, and mobile forensics. Instructors will guide
hands-on exercises using powerful tools like AXIOM and Cellebrite Reader, ensuring practical expertise. The course
covers search and seizure protocols, cloud evidence analysis, preparing forensic examiners for court, and tackling
common defenses. Gain insights into case law and hot topics, equipping prosecutors to navigate the evolving
landscape of digital forensics with confidence.

What you will learn:

Master digital forensics principles e Dive into data recovery

Navigate modern tech and storage *  Uncover secrets of Metadata
e Tackle search and seizure

Explore digital forensics process
e Overcome common defenses and challenges

Gain expertise in hashing

Who should attend

This 3-day course is designed specifically for all prosecutors who work in ICAC, high-tech crime or other crimes that contain a
digital component. This course is non-technical in nature, and all prosecutors — regardless of their technical background — will
gain the skills and knowledge to enhance their digital forensics knowledge and gain competency in leveraging evidence from

computers, mobile devices, and other digital data sources.

“The most practical and helpful course regarding digital evidence that I've taken in the past 10 years.” — Assistant Attorney General

“l was able to take away information that will be instantly useful for our prosecutions.” — Assistant District Attorney

Enrollment in each course is limited to 20 persons, unless otherwise noted.
For questions, email Lauren Wagner at lauren@search.org
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