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Introduction 
SEARCH recently conducted an informal survey1 of its Membership Group to gain a better 
understanding of how CJIS Systems Agencies (CSA) prepare for, prevent, and respond to 
incidents that disrupt services to their criminal justice information sharing (CJIS) systems.2 The 
survey focuses on hosting, disaster recovery (DR), and continuity of operations (COOP) 
strategies for mission-critical CJIS systems. The following are some survey highlights: 

• 29 Member states responded 

• Of the responding states— 
o 27 support and maintain an automated fingerprint/biometric identification system 

(AFIS/ABIS) 
o 29 support and maintain a computerized criminal history system (CCH) 
o 25 support and maintain a message switch3 

• Of the responding states, 85% place greater priority on CJIS systems over non-CJIS 
systems in their contingency plans. Of these— 
o 17 states include the CJIS operations in their agency plan 
o 7 states include CJIS operations in the state centralized plan 
o 5 states have a separate plan for CJIS operations 
o 5 states are in the planning process of developing or updating contingency plans  

• All of the states manage application and data backups, many using multiple methods to 
replicate and/or backup information. 

• 68% of the respondents indicate that they cooperate with the state (central) 
information technology (IT) department for redundant services and/or replication. 

                                                 
1  This project was supported by Grant No. 2012-DP-BX-K006 awarded by the Bureau of Justice Assistance. The Bureau of Justice 
Assistance is a component of the Department of Justice’s Office of Justice Programs, which also includes the Bureau of Justice 
Statistics, the National Institute of Justice, the Office of Juvenile Justice and Delinquency Prevention, the Office for Victims of 
Crime, and the SMART Office. Points of view or opinions in this document are those of the author, and do not necessarily 
represent the official position or policies of the U.S. Department of Justice. 
2  CJIS Systems Agencies are the agencies in each state that are responsible for establishing and administering an information 
technology security program for the criminal justice and law enforcement agencies in that state. They abide by the FBI’s 
Criminal Justice Information Services Security Policy, which provides guidance for creating, viewing, modifying, transmitting, 
disseminating, storing, and destroying criminal justice information. Source: FBI (https://www.fbi.gov/file-repository/cjis-
security-policy-v5_6_20170605.pdf)  
3  Message switch is technology that provides law enforcement access to various criminal justice data sources via a store-and-
forward device that receives, stores, and forwards messages. 

http://www.search.org/membership/membership-group/
https://www.fbi.gov/file-repository/cjis-security-policy-v5_6_20170605.pdf
https://www.fbi.gov/file-repository/cjis-security-policy-v5_6_20170605.pdf
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• Only two states have had to act on their contingency plan, as follows: 
o The first state acted due to a power outage at its primary data center; 
o The second state enacts contingency plans in response to prolonged planned 

outages. 

The survey results are provided below. Please contact Michael Jacobson, SEARCH Information 
Sharing Specialist (mjacobson@search.org), with questions or more information about the 
survey, or if you would like assistance with contingency planning. SEARCH extends its 
appreciation to all those who participated in the survey. 

Survey Results 
Q1: Respondent Information 

CJIS Systems Agencies in the following 29 states responded to this survey: 

o Arizona 
o Delaware 
o Hawaii 
o Idaho 
o Illinois 
o Indiana 
o Iowa 
o Kansas 
o Maine 
o Massachusetts 

o Michigan 
o Minnesota 
o Missouri 
o Montana 
o Nebraska 
o Nevada 
o New Hampshire 
o New Jersey 
o New York 
o Ohio 

o Oklahoma 
o Pennsylvania 
o South Carolina 
o Tennessee 
o Utah 
o Virginia 
o Washington 
o West Virginia 
o Wyoming

 

mailto:mjacobson@search.org
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Q2: Which of the following systems does your agency support and maintain? (please select all 
that apply) 

 
 

Answer Choices Responses 

AFIS/ABIS 93.10% 27 

CCH 100% 29 

Message Switch 86.21% 25 

Total Respondents: 29 



CJIS Systems — Disaster Recovery/Continuation of Operations/Backup: A SEARCH Survey Page 4 

Q3: Please identify the vendor or provider for each system your agency supports and 
maintains. (raw data provided) 

AFIS/ABIS CCH Message Switch 

MorphoTrak Computer Projects of Illinois (CPI) CPI 

Idemia (formerly Morpho) Built in-house CPI 

NEC In-house In-house 

MorphoTrak Built in-house Datamaxx 

Morpho CPI CPI 

MorphoTrust State Office of Information 
Technology Services (ITS) 

State Office of ITS 

MT Morpho CPI CPI 

MorphoTrak Custom CPI 

Morpho State Department of Public Safety, 
but migrating to CPI 

CPI 

NEC Leidos Datamaxx 

MorphoTrak CPI CPI and In-house 

Morpho In-house CPI (NCIC); In-house Web Services 
(Nlets)4 

Gemalto Gemalto 
 

Western Identification Network 
(WIN)/NEC 

State IT 
 

NEC Unisys Unisys 

NEC In-house CPI 

MorphoTrak In-house staff CPI 

MorphoTrak Custom Unisys 

Morpho In-state system Diverse Computing, Inc. (DCI) 

NEC 
 

CPI 

MorphoTrak In-house development Unisys 

MorphoTrak  State Police  DCI 

MorphoTrak In-house Office of IT (OIT)  

WIN State Department of Technology 
Services (DTS) 

State DTS 

OT-Morpho (MorphoTrak) DCI DCI 

WIN/NEC CPI CPI 

NEC LexisNexis CPI 

WIN In-house Norsoft Consulting 

WIN/NEC Analysts International (AIC) CPI 

                                                 
4 NCIC is the National Crime Information Center; Nlets is the National Law Enforcement Telecommunications System. 
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Q4: Where is the AFIS/ABIS application hosted? 

 
 

Answer Choices Responses 

In-house (agency data center 48.28% 14 

In a centralized State data center 27.59% 8 

Other 20.69% 6 

My agency does not support and maintain an AFIS/ABIS 3.45% 1 

Total Respondents: 29 

Q5: If you answered “Other” to question 4, please describe where your AFIS/ABIS is hosted. 

• Five states that answered “Other” to question 4 specified that their AFIS/ABIS is hosted by the 
Western Identification Network (WIN).5 

• One state indicated that their AFIS/ABIS is maintained by the vendor, but hosted at the agency data 
center.  

• One other state responded, “Currently in-house, but shortly will be in the Azure Cloud through 
MorphoTrak.” 

                                                 
5 WIN is a multi-state AFIS: www.winid.org  

http://www.winid.org/
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Q6: Where is the CCH system hosted? 

 
 

Answer Choices Responses 

In-house (agency data center) 58.62% 17 

In a centralized State data center 41.38% 12 

Total Respondents: 29 

Q7: If you answered “Other” to question 6, please describe where your CCH system is hosted. 

Although no respondent answered “Other,” one respondent provided additional details related to 
hosting the CCH, stating that while the CCH is physically located in a centralized state data center, the 
hardware and applications are partitioned so they are only accessed by criminal history agency 
employees. 
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Q8: Where is the message switch hosted? 

 
 

Answer Choices Responses 

In-house (agency data center) 50.00% 14 

In a centralized State data center 35.71% 10 

Other 7.14% 2 

My agency does not support and maintain a message switch 7.14% 2 

Total Respondents: 28 

Q9: If you answered “Other” to question 8, please describe where your message switch is 
hosted. 

Only two respondents answered “Other”; however, five states provided additional explanations as to 
the hosting environments of their message switch. 

Through a vendor 
Through a service provider or 
multi-state consortium  

If a combination of one or more 
of the above 

• The message switch is physically in 
a centralized state data center; 
however, the hardware and 
applications are partitioned so they 
are only accessed by State Patrol 
employees.  

• Software copyrighted by the 
vendor; hosted at centralized 
IT; maintained by combination 
of vendor and centralized IT. 

• The State Police supports and 
maintains the NCIC message 
switch in our data center. 

• DCI for Nlets message traffic 
  

• CPI 
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Q10: Does your agency have a documented contingency plan for CJIS Systems? 

 
 

Answer Choices Responses 

Included in agency plan 58.62% 17 

Included in state plan 24.14% 7 

No plan developed 3.45% 1 

Planning in process 17.24% 5 

Separate plan for CJIS operations 17.24% 5 

Total Respondents: 29 
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Q11: Does the contingency plan prioritize and place greater priority on CJIS systems, as 
opposed to non-CJIS systems? 

 
 

Answer Choices Responses 

Yes 85.19% 23 

No 14.81% 4 

Total Respondents: 27 

Q12: Does your agency routinely practice activities and procedures to carry out the 
restoration of CJIS systems to normal operations? 

 
 
Answer Choices Responses 

Yes 46.43% 13 

No 53.57% 15 

Total Respondents: 28 
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Respondents who answered “Yes” to question 12 offered the following additional information: 

• Annually 
• Monthly 
• Monthly 
• Annual full DR test; biannual data tests 
• Every 6 to 12 months 
• On an as-needed basis.  
• Every 6 months 
• I would not say routinely; however, we have 

had one or two exercises in the past few 
years where bringing our essential systems 
back up has been part of the exercise. 

• Our program is in its infancy so the 
frequency of these tests is still in the 
planning stage. The plan is to conduct these 
tests at least annually. 

• Regular fail over is performed, but I can't 
say at what frequency. 

• Quarterly 
• Every 6 months (for most systems). 

 

 
Q13: How often is the contingency plan updated? 

 
 
Answer Choices Responses 

When systems change 34.62% 9 

Once a year 34.62% 9 

Every 2–3 years 19.23% 5 

> 3 years 11.54% 3 

Total Respondents: 26 
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Q14: How does your agency manage application and data backups? (please select all that 
apply) 

 
 
Answer Choices Responses 

Local backups with off-site storage 78.57% 22 

Redundant site 53.57% 15 

Virtual servers 50.00% 14 

Replicated data centers 39.29% 11 

Replicated networks 14.29% 4 

Through a cloud vendor that offers DR and COOP 3.57% 1 

Other (please specify) 7.14% 2 

Total Respondents: 28 

The respondents who answered “Other” provided the following additional details: 

• Backed up to a centralized IT hosting facility. 

• Most systems are backed up at one of the state data centers, in our own caged environment. It's 
not a "hot" site, but the systems replicate daily. We hope to have all CJIS systems backed up and 
replicating to that environment soon. 
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Q15: If your agency performs local backups, where are the backups stored? (please select all 
that apply) 

 
 
Answer Choices Responses 

Same data center 34.62% 9 

Off-site, same city 42.31% 11 

Off-site, 0–49 miles away 30.77% 8 

Off-site, 50–99 miles away 15.38% 4 

Off-site, 100+ miles away 23.08% 6 

Other (please specify) 3.85% 1 

Total Respondents: 26 

The respondent who answered “Other” provided the following additional details: “We still use back-up 
tapes for some systems, and send those tapes to an off-site facility, but will discontinue that practice in 
2018 when all systems are replicating to our caged environment at the state data center.” 
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Q16: If using a redundant site, is it?  (please select all the apply) 

 
 
Answer Choices Responses 

Through a vendor at a physical location 10.53% 2 

Through a centralized State IT department 68.42% 13 

Owned by the CJIS systems agency 36.84% 7 

Other (please specify) 10.53% 2 

Total Respondents: 19 

Two respondents who answered “Other” provided the additional following details:  

• Partner agency. 

• We manage the space within the state data centers. 
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Q17: If using virtual servers, are they? (please select all that apply) 

 
 
Answer Choices Responses 

Same data center 77.78% 14 

At the redundant backup site 55.56% 10 

At a separate site that is not the backup site 5.56% 1 

Total Respondents: 18 
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Q18: If using replicated data centers, how far apart are they? 

 
 
Answer Choices Responses 

Off-site, same city 17.65% 3 

Off-site, 0–49 miles away 17.65% 3 

Off-site, 50–99 miles away 17.65% 3 

Off-site, 100+ miles away 41.18% 7 

On the cloud 5.88% 1 

Total Respondents: 17 
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Q19: How often are CJIS systems replaced?  (please select all that apply) 

 
 
Answer Choices Responses 

Every 4 years 10.34% 3 

Every 5 years 3.45% 1 

When the vendor no longer supports the current version 58.62% 17 

When the State procurement office requires a new bid (RFP) 6.90% 2 

When there is new technology 37.93% 11 

When we receive a grant to help fund the replacement 51.72% 15 

Other (please specify) 41.38% 12 

Total Respondents: 29 

Eleven respondents answered “Other” and offered the following details: 

• We attempt to replace the State Switch/CCH every 5 years. The current cycle has exceeded that 
time, but it will be replaced in the next year or so. AFIS/ABIS system has not been replaced for 10 
years… but new system will be in the cloud, so hardware replacement will no longer be an issue. 
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• There is no set schedule, but end of system life is typically a driving force. 

• As needed and funding is available. 

• When the current system no longer supports the requirements or the cost of maintenance exceeds 
the ROI. 

• Platforms are refreshed on a 5-year cycle. Systems are replaced on a longer cycle, depending on the 
system; Message switch - 7-year cycle; CCH - no defined cycle; AFIS - 10-year cycle with a 5-year 
hardware refresh. 

• No specific schedule. 

• We are currently replacing both our ABIS and CCH.  The project end date is December 2019. 

• Varies based on the needs of the system.  Could be end of life, or it could be that system needs 
updating. 

• When legislative funding is available for replacement. 

• We plan for the systems to be upgraded or replaced every 3–5 years. It obviously depends on 
available funding. 

• It depends, but full replacement is rare.  Upgrades are ongoing as technology changes. 

• We are currently in the process of replacing our CCH and other critical CJIS-related systems.  The 
current CCH has been in place for 20+ years 

Q20: Do you require your CJIS vendors to sign service level agreements that stipulate 
continuation of operations requirements? 

 
 
Answer Choices Responses 

Yes 67.86% 19 

No 32.14% 9 

Total Respondents: 28 
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Q21: If you answered "Yes" to question 20, mission-critical operations must be restored in: 

 
 
Answer Choices Responses 

< 6 hours 73.68% 14 

< 12 hours 5.26% 1 

< 24 hours 21.05% 4 

Total Respondents: 19 
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Q22: Has your agency had to act on its contingency plan? 

 
 
Answer Choices Responses 

Yes 7.14% 2 

No 92.86% 26 

Total Respondents: 28 

Q23: Please add any additional comments and/or explanations. 

Respondents provided the following comments: 

• We are in the process of replacing our AFIS and message switch with off-site vendor 
hosted services.  These future CJIS services will have fully redundant (vendor-hosted) 
geographically separated data centers for continuity of operation capabilities.  

• We are migrating from a home-grown, mainframe-based solution for CCH, Hot files, and 
Message Switch to CPI.  DR of CPI is at a separate site. 

• We are still in the planning stages, so I was unable to answer the survey completely. 

• As it relates to my answers above, redundancy is used for DR only, not for back up. 

• In response to question #21, it is in our contract with the vendor that they will have 
someone onsite within 4 hours if something happens to the system and it must be back 
up "within a reasonable amount of time".  Our IT team is on call 24/7 to address CCH and 
message switch issues if those systems were to go down. 

• Our backup data center is housed in one of our district buildings in another part of the 
state. 

• We have a Service Level Agreement with Centralized IT that covers CJIS-related 
operations.  The Disaster Recovery/COOP plan is in the process of being revised, and will 
specify the time frame by which Centralized IT must restore mission-critical systems.  Our 
division is looking to go with more COTS (commercial off-the-shelf) solutions for the 
future and will include continuity of operations stipulations in future contracts. 
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