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TRAINING ANNOUNCEMENT

Cybercrime Investigations for Prosecutors

Empowering Prosecutors in Cybercrime Investigations: This hands-on training is tailored for ICAC, high-tech crime,
and legal professionals dealing with digital components in criminal cases. Dive into decoding complex cybercrime
investigation concepts such as hash values and exif information, while exploring abundant OSINT resources. Gain
insights into legal topics surrounding obtaining online information, authenticating digital evidence, and overcoming
common defenses and challenges related to digital information. This course goes beyond foundational skills,
equipping prosecutors with methodologies and tools to navigate complexities in obtaining and presenting online
evidence. Learn strategies to overcome hurdles, from charging suspects to securing convictions in cybercrime cases.
Through practical exercises and lessons learned, prosecutors gain the expertise needed to confidently handle the
entire spectrum of cybercrime investigations, from evidence collection to successful conviction.

What you will learn
Course topics include:

e History and terminology around cybercrime ® Tools to easily to create visual exhibits

e Advanced Google searching e Considerations in obtaining online evidence

e Open-Source Intelligence data sources * Authenticating online information

e Saving data from online sources e Overcoming common defenses and challenges

Who should attend

This 3-day course is designed specifically for all prosecutors who work in ICAC, high-tech crime or other crimes that contain a
digital component. This course is non-technical in nature, and all prosecutors — regardless of their technical background — will
gain the skills and knowledge to enhance their cybercrime investigation skillset and gain competency in leveraging cybercrime
evidence and OSINT resources.

“I feel like | learned so much information that | can use going forward. Especially how to present this material to a jury.” — Special
Prosecutor

“I have never been at a training more chockful of useful information that can be immediately applied.” — Assistant Attorney
General

For questions, email Lauren Wagner at lauren@search.org
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