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What is Rap Back

• Record of Arrest and Prosecution (Rap) Back
• FBI service that allows authorized government agencies to 

receive notification of activity on individuals who hold positions 
of trust or who are under criminal justice supervision or 
investigation.

• School teachers, daycare workers, police officers, state employees, 
licensees, etc.

• Those under statutory or court-ordered monitoring



• Criminal histories are a snapshot in time but are dynamic 
records

• Employers can enroll subjects in Rap Back and receive 
notifications of changes:
– No reliance on self-reporting
– No reliance on outside entities
– No need to repeat background checks every year

• Provides for continuous vetting of enrolled subject

Why Rap Back



• Subscribers enroll individuals at time of original fingerprint 
background check

• FBI monitors the NGI system for arrests, dispositions, 
warrants, etc. and notifies of changes to the criminal history 
record

• FBI sends pre-notification to the state agency (VSP or HIJIS)
• The state agency provides notifications to the subscribers

Process



• Subscribers receive notification and must log into a portal to 
receive information regarding the change in the CHR
– Subject still works for the subscriber
– Subscriber is authorized to view CHR

• Example Pre-Notification message:

You are receiving this message because an event has occurred related to one or more of your Rap Back 
subscriptions. Log on to the Applicant Rap Back Application in the HIJIS Portal to confirm you are authorized 
to view the updated record(s)

Process, Continued



Process, Continued



• Criminal Fingerprint Submission (Arrest)
• Disposition Reported
• Wanted Person Addition (Arrest Warrant Issued)
• Wanted Person Modification / Deletion
• Sex Offender Registry Addition
• Death Notice

Notification Events



• Subjects required to sign privacy agreement
• State will NOT release Rap Back notifications until Subscriber 

confirms interest in Subject
• Subscribers must maintain their subscriptions

– Remove subjects no longer employed, etc.
– Confirm subscriptions on regular basis
– Validate subscriptions in defined time intervals as per appendix 2

Privacy Safeguards



• Appendix 2 – requirements and process
– Fingerprint verification
– Policies and training
– Auditing and CJIS Security Requirements
– Privacy policies for populations of subscribers
– Subscription managements, expiration and validation
– Data element capture and update
– State statute authorities

Working with the FBI



• Appendix 2 – requirements and process - continued
– Trigger selection
– Strategies for user defined fields and state specific elements
– Default subscription settings
– In-state notification opt out policy
– Agreements with agencies
– Fees

Working with the FBI



• Authority – Federal examples
– Security Clearance Information Act
– National Child Protection Act
– Volunteers for Children Act
– Adam Walsh Child Protection and Safety Act
– Serve America Act

• Authority – State Statutes

Authority



• Assist with Business Requirements
– Advise and assist with Appendix 2
– Rap Back Application
– Applicant Background Application

• Working with states to build off lessons 
learned to avoid pitfalls.
– Interviews with Hawaii, Missouri, Texas and Utah.

• Shared resources such as Appendix 2 
templates, training documents and agency 
process flows.

Working with SEARCH



Working with SEARCH

• Open-Source Implementation of Electronic 
Biometric Transmission Specification (EBTS) and 
RapBack Web Portal

– https://github.com/ojbc/main/tree/master/adapters/fbi-electronic-biometric-
transmission-specification-adapter/

https://github.com/ojbc/main/tree/master/adapters/fbi-electronic-biometric-transmission-specification-adapter/


Development and Implementation
• Started developing Hawaii program over 10 years ago
• Legislation to retain civil fingerprints
• Changes to all major systems

– Separate applicant data from criminal offenders
– Workflow changes

• First subscriptions were created in 2019

Hawaii



Metrics
• 22 participating agencies
• Average monthly numbers

– 11,839 probation/parole Hawaii-only subscriptions
– 2,214 criminal subscriptions
– 3,241 civil applicant subscriptions
– 657 notifications

Hawaii



Challenges
• In-state opt-out notifications
• Validation requirements
• Personnel changes

– Updating subscription owners when staff leaves
– Name/email changes for subscribers

Hawaii



The Hawaii Criminal Justice Data Center's Rap Back 
program has been an invaluable asset to our organization. 
Its continuous monitoring ensures we are promptly notified 
of any new criminal activity. As a small social service 
nonprofit, the cost-effectiveness of the program, which 
saves agency staff time tracking, documenting, and pulling 
repeated background checks, has also been a notable 
benefit. Additionally, having access to up-to-date criminal 
history information allows us to make well-informed 
decisions, ensuring that those who serve the community 
meet the highest legal and ethical standards. The Rap 
Back program has streamlined our compliance with 
regulatory requirements and improved the overall efficiency 
of our criminal justice onboarding processes.

Hawaii



• Project overview
– VSP units 
– Vendors
– Training 

• DocuSign -
• Plans for monitoring subscriptions

Virginia



Technical Implementation



Questions



Yogesh Chawla
yogesh@search.org

Wendy Char 
wendy.a.char@hawaii.gov

Captain Julia Gunderson
julia.gunderson@vsp.virginia.gov

Thank You
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