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Figure 28: FoxTor Description and Download

Using FoxTor

The following buttons show whether or not you are actively utilizing TOR. Clicking them will change the status.

1) The Unmasked state. An icon and descriptive
text appear in the Firefox status bar. No Firefox
preferences are changed. You connect to the
Internet as you normally would.

-

‘fou are now Unmasked [

2) Left-click the icon to Put on your mask and browse
anonymously. While an anonymous path is being
established, you will see the following image:

F| Putting on your Mask. .. [

3) The Masked state. Once the anonymous path has
been established, privacy preferences in Firefox are
now enabled. Also, the IP address as you appear

to destination web servers is shown. Click the icon
again to revert to the Unmasked state.

E[ ‘ou are now Masked. You appear to be coming from 212.227.20.86 I_

4) If there is an error, the following image will
appear. See the Troubleshooting section for more
information.

lﬁ , An unknawn errar has occured [

5) Right-click the text to display this menu:

You are now Unmasked

Put on wour Mask

* Remove your Mask

Privacy Cplions

Mare Information

6) Select More Information to display a dialog
window where you can retrieve the likely city and
country of the originating IP address.

Tor Details

The Tor exit node is 212,227.20.86 {nocabal)
¥ou appear to be coming From Karlsruhe, GERMARY

{More Details

Figure 29: How to Use FoxTor
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BlogThis

The BlogThis extension provides you with the ability to right-click on web
page text that you have highlighted and then left-click on the BlogThis
option. This will capture the text and place it directly into a predetermined
blog.

Investigative Use

http://weblog.philringnalda.com/2004/09/17/updated-right-click-

Download Site blogthis-for-firefox-and-mozilla

A mere three over a vear after the , here's version
0.2 of a Firefox = Open Links in New Tabs Blogger
BlogThis menu ite  Advanced Dork: L4
BlogThis
Changes since ve Undo Close Tab For no good
reason, I was usi vt for the builtin
"Search web for . <PV ed characters.
Screenshot Nowyvougeesk)  Sei=ctal , and the
selected text. The Search Web for "A mere three mo...” gives you 178
characters less, W .= Tag This Page... how they chose
that number tha Linky » Use we use those
extra 178 charz UnPlug
.| View Selection Source .

0Oh, and now in Fi ) Manager, with an

. MNote this (Google Notebook) ; .
awful-looking icor - ey ich, you'll find it

Figure 30: BlogThis Extension in Use

Firefox Extensions/Add-ons
SEARCH Investigative Toolbar www.searchinvestigative.ourtoolbar.com
ShowlP https://addons.mozilla.org/en-US/firefox/addon/590
Show MylIP https://addons.mozilla.org/en-US/firefox/addon/4530
Linky https://addons.mozilla.org/en-US/firefox/addon/425
Shazou https://addons.mozilla.org/en-US/firefox/addon/2993
TOR-Proxy https://addons.mozilla.org/en-US/firefox/addon/5833
Download Helper https://addons.mozilla.org/en-US/firefox/addon/3006
Media Player Connectivity https://addons.mozilla.org/en-US/firefox/addon/446
Unplug https://addons.mozilla.org/en-US/firefox/addon/2254
Tab Mix Plus https://addons.mozilla.org/en-US/firefox/addon/1122
View Source With https://addons.mozilla.org/en-US/firefox/addon/394
PDF Downloader https://addons.mozilla.org/en-US/firefox/addon/636
ZoomFox https://addons.mozilla.org/en-US/firefox/addon/1067
Image Zoom https://addons.mozilla.org/en-US/firefox/addon/139
Gspace https://addons.mozilla.org/en-US/firefox/addon/1593
Who is This Person https://addons.mozilla.org/en-US/firefox/addon/1912
Download Status Bar https://addons.mozilla.org/en-US/firefox/addon/26
Advanced Dork https://addons.mozilla.org/en-US/firefox/addon/2144
Locator https://addons.mozilla.org/en-US/firefox/addon/4870
Research Word https://addons.mozilla.org/en-US/firefox/addon/3803
Foxmarks Bookmark Synchronizer https://addons.mozilla.org/en-US/firefox/addon/2410
People Search and Public Record Toolbar https://addons.mozilla.org/en-US/firefox/addon/3167
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