Seized Handheld Device Worksheets

* Field Seized Handheld Device Worksheet

» Seized Handheld Device Analysis Worksheet
* Mobile Evidence Processing Request

» Handheld Device Analysis Control Sheet

» SIM Card Analysis Worksheet
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Field Seized
Handheld Device
Worksheet

Case Number

Case Details:

Evidence Item Number

Date/Time Seized

Primary Offense

Type of Seizure:

Warrant
(attach copy)

Consent [ ]

DI

Incident to Arrest [ ]
Abandoned |:|
Other (Explain in notes) [ ]

Device Details:

Handheld Device Seized From

Handheld Device Owner

Manufacturer

Model

Serial Number

(if available)

IMEI / ESN

Cell Telephone Number ( )

(if known)

Service Provider

(if known)

PIN Number

SIM Card Number

IMSI Number

Direct Connect Number

Device Status When Seized:

Power off [ ]
Poweron [ ]

Device Secured By:
Faraday bag [ |
Foil [ ]
Arsoncan [ ]
Other (Explain in notes) []

Device Items Recovered:
Charger [ |
Manuals [ ]
Cradle |:|

Other (Explain in notes) [ ]

Suspect Information:

Suspect Name

Suspect Address

Suspect DOB

Location of Seizure
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Case Number

Seized
Handheld Device
Analysis Worksheet

Case Details:

Investigative Section Date Received for Analysis
Investigator Date of Analysis

Case Agent Type of Case

Evidence Item Number Primary Offense
Device Details:

Handheld Device Owner IMSI Number

(if known)

Handheld Device Condition Direct Connect Number
(visible damage)

Manufacturer Type of Device:

Model [ ] cDMA

Serial Number [ ] TDMA

IMEI / ESN [ ] Gsm

Cell Telephone Number ( ) [ ] other

Service Provider Device Time

PIN Number Atomic Time

SIM Card Number

Device Features:

Voice Recorder Custom Graphics Voice Command

Forwarding Enabled

Custom Ringtones [ ] Memo/Note/To Do [ ] SMS [ ] Data Capable [ ]
Ringtone ID []  Fixed Dialed Numbers [ ] MMS [ ] Multiple Language [ |

Support

Camera Enabled [] Phonebook [ ] EMS [ ] PP
Voice Memo [ ]
Picture ID Capable [ | CallLog [ | usB [ ]

Multiple numbers per
Video Capable [ ] Last Number Dialed | ] Hard Drive [ ] P name supp%rt []
[] [] [] ]
O N u O

Calendar Expansion Card GPS Capable

Bluetooth

(over)
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Device Particulars:

HandsetLocked [ ] Y [ | N PUK Obtained [ ]Y [ |N Note

“Airplane” Mode Capable [ ] Y [ | N Enabled? If yes, date

CustomBanner [ |Y [|N If yes, describe
WelcomeNote [ | Y [ | N If yes, describe
Device on whenreceived [ | Y [ | N Device examined for physicaldamage [ | Y [ | N

Device Password

Charger Tip

Cable

Program

Battery Details:

Removed Battery [ | Y [ | N Battery Make

Device charged by |:| Y |:| N Battery Serial Number
seizing officer

Battery Voltage Capacity

Results from Battery test with voltmeter




Case Number

Handheld Device
Evidence Processing Request

Detective Badge
Date Seized Report #
Suspect Name Item #

Check all items taken:

[ ] Handheld Device [ ] Separate Sim Card(s) [ ] Holder/case
|:| Charger |:| Other Media |:| Software
[] Data Cable [ ] Sim Card Reader
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Case Number

Handheld Device
Evidence Processing Request

Detective Badge
Date Seized Report #
Suspect Name Item #

Check all items taken:

[ ] Handheld Device [ ] Separate Sim Card(s) [ ] Holder/case
[ ] Charger |:| Other Media |:| Software
[] Data Cable [ ] Sim Card Reader
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Date Case No.

Device Make

Model

Handheld Device Analysis
Control Sheet

Software Used
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DataPilot

Cellebrite

BITPIM
Cell Seizure
Oxygen

Other

Manually

SIM

Yes

No
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SIM Card Analysis Worksheet

Date Time Case No.
Evidence No. Officer

SIM Card Information

ICCID No.on SIM Provider

Other information noted

Is SIM card damaged? OYes 0O No

Describe damage

Software used for review

Errors noted during acquisition

Files Reviewed (check all that apply)

MF captured O EF_PLMN O
EF_ICCID captured ] Captured? O
ICCID matches number on SIM card O DFTTFLECOM Abbreviated O
Dialing Numbers
EF_LP Language Preference O Captured? O
! m|
Captured EF_FDN Fixed Dialing Numbers O
EF_IMSI Captured O Captured? 5
Verifi ith | ional O
erified W'It prernationa EF_MSISDN Own Dialing Numbers O
Numbering Plans c e -
Provider aptured?
EF_LOCI O EFELND La;t?Number Dialed g
Captured? O aptured?

(Over)



Other Notable Information

Officer Badge

Contact information

Date and time analysis completed

SIM returned to investigator [ Yes O No

Storage location of SIM

Other notes




