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Appendix D
Case Study

Illinois Criminal Justice Information Authority (ICJIA) 
and Illinois Integrated Justice Information System (IIJIS)

Introduction
In 2002, the Illinois Criminal Justice Information Authority 
(ICJIA) and the Illinois Integrated Justice Information 
System (IIJIS) Implementation Board initiated 
development of a privacy policy for all criminal justice 
entities in the state of Illinois.  Leaders of the Illinois 
project also serve on the Global Privacy and Information 
Quality Working Group (GPIQWG) and contributed 
significantly to the development of this Privacy and Civil 
Liberties Policy Development Guide and Implementation 
Templates.  This case study memorializes the Illinois 
effort and includes information on planning, project team 
development, project process, products produced, and 
lessons learned.  

The Illinois initiative convened a project team, identified 
the scope of existing privacy policy and laws, and 
identified gaps in the law and issues to address for the 
development of an effective and comprehensive privacy 
policy.  The Illinois project team is currently finalizing 
its privacy policy and will make it available through the 
ICJIA Web site www.icjia.state.il.us/public.

Background

Illinois Criminal Justice Information 
Authority (ICJIA)

Created in 1983, the Illinois Criminal Justice 
Information Authority (ICJIA) is a state agency 
dedicated to improving the administration of 
criminal justice.  The ICJIA works to identify 
critical issues facing the criminal justice system 
in Illinois and proposes and evaluates policies, 
programs, and legislation that address those 
issues.  The ICJIA also works to ensure that the 

criminal justice system in Illinois is as efficient 
and effective as possible.  Created by the 
Illinois Criminal Justice Information Act, 20 ILCS 
3930/1-14, ICJIA is charged with, among other 
things: 

Developing and operating comprehensive yy
information systems for the improvement 
and coordination of all aspects of law 
enforcement, prosecution, and corrections; 

Defining, developing, evaluating, and yy
correlating state and local programs and 
projects associated with the improvement of 
law enforcement and the administration of 
criminal justice; 

Monitoring the operation of existing criminal yy
justice information systems in order to 
protect the constitutional rights and privacy 
of individuals about whom criminal history 
record information has been collected; and 

Providing an effective administrative forum yy
for the protection of the rights of individuals 
concerning criminal history record 
information. 

Illinois Integrated Justice Information 
System (IIJIS)

In 2001, Illinois Executive Order Number 12 
created the Illinois Integrated Justice Information 
System (IIJIS) Governing Board.  The IIJIS 
Governing Board, charged with coordinating and 
directing the state’s integrated justice planning 

http://www.icjia.state.il.us/public
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efforts, developed the IIJIS Strategic Plan and 
identified the stated goal of serving “justice, 
public safety, and homeland security needs 
while protecting privacy, preventing unauthorized  
disclosures of information, and allowing 
appropriate public access” (www.icjia.state.il.us 
/IIJIS/public/pdf/strategicplan_final.pdf).  The 
IIJIS Strategic Plan further stated:

The broad interests of justice, public safety, 
and homeland security initiatives must be 
addressed while respecting individual privacy 
interests, preventing unauthorized disclosures 
of information, and enabling appropriate public 
access to relevant information. To prevent 
unauthorized disclosures of information while 
allowing appropriate access, a uniform privacy 
policy must be developed based upon fair 
information practices and adopted by all Illinois 
justice agencies.

As in many states, Illinois has a patchwork of 
existing privacy statutes, regulations, rules, 
and policies that control the sharing and 
protection of justice information.  While each 
Illinois justice entity had some experience and 
expertise in protecting and managing privacy 
issues of the information they owned based 
on the statutes, regulations, policies, and 
practices that governed that agency, there was 
no comprehensive privacy policy that applied 
to all Illinois justice agencies or that facilitated 
sharing of justice information among different 
justice entities. To address this problem and 
to implement the IIJIS Strategic Plan, Illinois 
Executive Order Number 16 (2003) created 
the Illinois Integrated Justice Information 
System (IIJIS) Implementation Board. The IIJIS 
Implementation Board’s role is to:

Coordinate the development, adoption, and yy
implementation of plans and strategies for 
sharing justice information; 

Establish standards to facilitate the yy
electronic sharing of justice information; 

Develop policies that protect individuals’ yy
privacy rights related to the sharing of justice 
information; and 

Secure and administer the funding of yy
integration projects. 

The IIJIS Strategic Plan called for development 
of a comprehensive IIJIS Privacy Policy.  

The effort involved initial adoption of privacy 
principles and development of a statewide 
privacy policy. The project team’s process, 
products, and lessons learned are the subject of 
this case study.  

A Comprehensive Privacy Policy
The project team’s initial objective (refer to 
Section 6.1.4, Goals and Objectives) was to 
draft an original comprehensive privacy policy 
for all Illinois justice agencies, from the ground 
up, building from the Fair Information Principles 
(FIPs).  Over time, the project team recognized 
that certain privacy polices already existed 
in the form of enacted statutes, regulations, 
policies, and procedures.  As a result, the team 
added this objective to include the identification 
of existing laws and policies, analyses of this 
existing framework, and the identification of 
gaps or areas in the framework that remained 
unaddressed.

Project Team
Two staff members of the Illinois Criminal Justice 
Information Authority (ICJIA), an analyst and the 
ICJIA General Counsel, led the project team.  These 
two team members prepared all of the materials for 
the project team meetings and led the initiative. In 
determining team membership, the team leaders relied 
upon preexisting relationships with agencies.  The team 
leaders determined in advance what entities should be 
represented and then made their selections. Individual 
team members were selected based on the need for 
certain stakeholders to be represented but also for 
their expected contributions to the group effort. Team 
members’ skills and abilities to contribute to the process 
were primary selection criteria for team leaders  (refer to 
Section 5.4.1, Project Team). 

The members of the project team included 
representatives from:

Illinois Press Associationyy
Illinois State Policeyy
Chicago Police Departmentyy
Illinois Association of Chiefs of Police yy
Illinois Public Defender Association yy
Office of the State Appellate Defenderyy
Metro Chicago Health Care Council yy
Law school professors from Chicago-Kent College of yy
Law and The John Marshall Law School	
Illinois Attorney General’s Office yy
Administrative Office of Illinois Courtsyy
Office of the Chief Judge, Circuit Court of Cook yy
County

http://www.icjia.state.il.us/IIJIS/public/pdf/strategicplan_final.pdf
http://www.icjia.state.il.us/IIJIS/public/pdf/strategicplan_final.pdf
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Illinois Probation and Court Services Associationyy
Illinois Association of Court Clerks yy
Illinois State’s Attorneys’ Associationyy
Illinois Coalition Against Domestic Violenceyy
Illinois Coalition Against Sexual Assaultyy
Illinois Sheriffs' Associationyy

The team also sought representation from the following 
agencies:

Chicagoland Chamber of Commerceyy
Illinois Retail Merchants Associationyy
Illinois Department of Correctionsyy
Illinois Secretary of State's Officeyy
American Civil Liberties Unionyy

Planning
At the outset of this initiative, the project leaders wrote 
a guidance document, “Privacy Schmrivacy?”: Drafting 
Privacy Policy in an Integrated Justice Environment (and 
why it’s important), published in June 2004, as a primary 
planning document.  It made the case for why the 
development of a privacy policy was necessary, provided 
background information, and laid out the process:   
www.icjia.state.il.us/iijis/public/pdf/PRV 
/PrivacySchmrivacy_FINAL.pdf  (refer to Section 6, 
Planning).  It was used as a primer on the privacy 
issues, both for the project team members and project 
team leaders.  It provided team members with an 
understanding of the fundamentals of the privacy issue, 
including background on the fair information practices, 
and recommendations for the work of the team and how 
that work would take place. 

At the same time, the project team identified the 
purpose and scope of the project team’s work.  Privacy 
Schmrivacy included an introduction to the need for a 
privacy policy, an explanation of the types of people 
who should participate, and an outline of the process 
the project team should use to develop a privacy policy.  
This document served as the foundational document for 
the IIJIS privacy project team. 

Project Process

Project Team Meetings 
The project team met approximately five times 
over an 18-month period.  Project team leaders 
met in advance of each meeting to determine 
the meeting objectives and to create a checklist 
of items to address within the two-hour team 
meetings.  The team leaders were successful 
in their goal to break the mold of the same old 
meeting by focusing the meetings on the items 
outlined on the checklist and completing these 

goals within the two-hour meeting time frame. 

Preparation for the meetings was very important 
to the success of this initiative.  Team leaders 
strived to ensure that team members knew 
the purpose of each meeting and that team 
members were educated about privacy issues.  
Most importantly, project team leaders used 
meetings to learn about issues faced by the 
team members in their respective agencies 
and to understand their concerns and 
recommendations in relation to privacy. 

To ensure discussions moved along during the 
meetings, team leaders analyzed in advance 
the particular interests of each of the designated 
participants and the input each member could 
potentially provide regarding particular agenda 
items to ensure participation by all team 
members. Project team leaders also sought 
creative ways to either present information 
or obtain information from the participants.  
For example, team leaders used PowerPoint 
presentations to demonstrate that the state’s 
statute on expungement was confusing and 
used images of cartoon characters with criminal 
histories to demonstrate the complexity of 

the laws related to background checks for 
employment purposes.  As a result, the meetings 
were productive, interesting, and informative. 

Project team leaders limited meetings to two 
hours, even if the meeting agenda was not 
completed.  Nonetheless, the team leaders 
attempted to maintain control over the timing 

http://www.icjia.state.il.us/iijis/public/pdf/PRV/PrivacySchmrivacy_FINAL.pdf
http://www.icjia.state.il.us/iijis/public/pdf/PRV/PrivacySchmrivacy_FINAL.pdf
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of the agenda items so that the group would 
finish on time.  The leaders used the checklist 
prepared in advance to ensure that the goals 
of the meeting were accomplished and held a 
debriefing after each team meeting to assess 
how future meetings could be improved.  The 
following is a list of the topics addressed 
in meetings from December 2003 through 
February 2005.

December 17, 2003  	 Introductory team 
meeting.

March 31, 2004  	 Discussed 
spreadsheet of 
federal and state 
privacy laws.

June 2, 2004	 Summarized the 
Illinois State Police’s 
implementation of the 
FIPs and discussed 
expungement as a 
privacy policy.  

June 23, 2004	 Privacy issues 
brainstorming 
session. Arranged 
the room so all 
participants could 
see each other and 
lined the walls with 
paper to document 
brainstorming.

February 24, 2005	 Outlined transitional 
process and 
highlighted the 
outline of the privacy 
policy.

Individual Personal Meetings
Between team meetings, project team leaders 
attempted to meet one-on-one with each team 
member to obtain additional insight and to 
reduce the length of team meetings by doing 
research and preparation in advance.  Individual 
meetings were used both before upcoming 
meetings to expand specific agendas and 
afterwards to debrief and process issues that 
were raised during the meeting.  The project 
team members were an exceptional source 
of information, and the team leaders made 
efforts to listen to their concerns and leverage 
their knowledge. Individual meetings with team 
members usually lasted approximately an hour 
and, in some instances, required additional time 

for travel.  Project team leaders met with about 
15 team members for a total of approximately 
15 hours.  These meetings occurred during 
April and May 2004, prior to the brainstorming 
session.

When issues that were relevant to the entire 
team were raised during these individual 
meetings, the leaders made a note to raise 
them during the next team meeting in order to 
solicit team feedback and explore other team 
members’ thoughts on these issues.  

Staff Preparation and Workload
Preparation for team meetings was dependent 
on the goals of the meeting.  If the goal was to 
educate members on a particular topic, team 
leaders expended time to master that subject.  
When the team invited the Illinois State Police 
to discuss how the criminal history repository 
safeguards its information and implements the 
FIPs, the team leaders held several meetings 
with the presenters at their offices prior to the 
project team meeting. 

Project team members were informed of 
meeting dates approximately four to six weeks 
in advance of each meeting.  Also prior to each 
meeting, team leaders met to plan the meeting 
agenda and identify materials that would be 
mailed to team members.  Leaders invested 
additional preparation time to compile the 
mailings and develop presentations to share at 
meetings.

Research and writing required considerable 
staff resources.  For example, the Illinois team 
created a study comparing unofficial and 
official sources of CHRI (criminal history record 
information). The initial preparation, Institutional 
Review Board (IRB) approval, and subsequent 
reduction in study scope took at least 80 staff 
hours.  

Developing and revising the 20-page document 
that outlined all of the privacy issues identified 
by the team required approximately 30 hours: 
10–12 hours to compile the document from 
brainstorming session notes and about 20 
hours for revisions, since it was essential that 
comments from many different groups be 
combined to create an easy-to-read document. 
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Products Produced
The guidance document, entitled Privacy Schmrivacy: 
Drafting Privacy Policy in an Integrated Justice 
Environment (and why it’s important), was developed 
and revised between 2002 and the official publishing 
date of June 2004.  

Another product, Criminal History Record Information 
in Illinois: Access and Review Provisions, analyzed 
39 distinct statutory privacy provisions and indicated 
whether each provision implements an FIP.  Displayed 
in table format, this product visually depicts the policy 
choices made by the U.S. Department of Justice (DOJ), 
the Illinois General Assembly, and the Illinois State 
Police.  It was created to help the team understand not 
only current privacy decisions but also why and where 
those decisions were made.  Understanding the rationale 
for a privacy decision helps agencies implement it and 
also provides guidance to policymakers on whether the 
decision should be applied in other contexts.  Knowing 
where a decision was made can influence the amount of 
deference granted to it.  

This document is housed within an Excel spreadsheet 
that the project team is continuing to complete by adding 
references to administrative rules implementing those 
statutory provisions.   

The Privacy Policy is currently in the drafting process.  
Once released in draft form, this policy will go through a 
vetting process and incorporate revisions.

Lessons Learned
Be flexible.��   Although the Illinois team identified 
initial goals and objectives, they recognized the 
need for flexibility as their team effort developed 
and expanded or amended goals and objectives. 
When the team realized that drafting a policy starting 
with the FIPs would not work, the team recognized 
the need to shift their approach and asked team 
members to identify privacy issues that were 
currently affecting their agencies, as well as indicate 
any information needs that they thought were not 
being addressed. 

Limit scope and identify phases.��   IIJIS began 
with the traditional criminal justice transactions that 
were currently under way.  This helped limit the 
initial scope and served as a building block for next 
phases, e.g., intelligence information and juvenile 
justice information. 

Include the correct participants.��   When working 
on the traditional justice information exchanges, 
ensure that the current team contains the expertise 
to address these issues.  When the team moves to 
the next phase and begins to address intelligence 
and other issues, the team will need to alter the 
composition of its members.

Avoid jargon and acronyms.��   Professional jargon 
and terms can make participants feel like they are 
not qualified to work on the project.  Define terms in 
meetings and create a project glossary, if necessary.

Recruit law students.��   Due to the amount of 
research and writing, more law students would have 
been extremely helpful to this effort

Identify participants by constituency and their ��
unique skills.  Attempt to involve stakeholders that 
both care about privacy and also bring skills that will 
assist in the process, such as legal analysis skills, a 
foundation in criminal justice process, people skills, 
writing skills, team dynamics, etc.

Ensure clear leadership.��   Help the team 
understand the leadership process and team roles.  
Ensure that the identified project team leaders have 
the organizational authority to lead this process.

Recognize limitations.��   If there is not sufficient 
staff assigned to support the team’s work, there may 
be time delays between meetings and in reaching 
goals.  The Illinois team had a large gap between 
their brainstorming session and the beginning of 
policy development due to time constraints on their 
limited staff.  If possible, assign dedicated full-
time staff with enough autonomy to be able to visit 
committee members.
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Arrange the meeting room to facilitate ��
discussions.  For example, the Illinois team 
rearranged the room on more than one occasion 
to eliminate the feeling of attending the same 
old meeting.  Move chairs and tables so that all 
participants can see each other—arrange in a circle, 
square, or U-shape.

Prepare in advance for meetings.��   Be prepared 
with questions for each member to keep everyone 
involved and to jumpstart the discussion.  Let the 
team know the expectations for the meeting and let 
them know that the meeting will end on time. 

Begin the meeting focused on achieving certain ��
goals.  Plan in advance what you must accomplish 
at the meeting, use a checklist and work to be sure 
that you accomplish what you set out to accomplish 
by the end of the meeting. 

Additional Reading and Resources
Illinois Criminal Justice Information Authorityyy  was 
created by the Criminal Justice Information Act,  
20 ILCS 3930/1-14 and is available at 
www.ilga.gov/legislation/ilcs/ilcs3.asp?ActID=397&C
hapAct=20%26nbsp%3BILCS%26nbsp%3B3930%2
F&ChapterID=5&ChapterName=EXECUTIVE+BRA
NCH&ActName=Illinois+Criminal+Justice+Informatio
n+Act%2E.

The mission statement and organizational structure yy
of the Authority can be readily located in the most 
recent annual report. As of August 1, 2005, the most 
recent annual report is the 2005 Annual Report 
available at www.icjia.state.il.us/IIJIS/public/pdf 
/IMB/2005AnnualReport_final.pdf.

Illinois Executive Order Number 16 (2003) creating yy
the Illinois Integrated Justice Information System 
Implementation Board is available at www.illinois 
.gov/Gov/pdfdocs/execorder2003-16.pdf.

The yy IIJIS Strategic Plan is another foundational 
document guiding the initiative’s activities. It is 
available at www.icjia.state.il.us/iijis/public/pdf 
/strategicplan_final.pdf.

Additional foundational documents, including the first yy
executive order calling for the development of the 
strategic plan and the Authority resolution in support 
of integrated justice in Illinois can be found at  
www.icjia.state.il.us/iijis/public/index 
.cfm?metasection=foundation.

Committee meeting agendas and materials are yy
posted on the IIJIS Web site at www.icjia.state.il.us 
/iijis/public/index.cfm?metasection=oversight.  
Scroll down to the section on the Privacy Policy 
Subcommittee. Meeting materials are located with 
the meeting notes.  

PowerPoint presentation about the "Illinois yy
Expungement/Sealing Statute" used at the June 2, 
2004, meeting is available at www.icjia.state.il.us 
/iijis/public/PowerPoint/expungementReadability 
_icjia.ppt.

PowerPoint presentation with newspaper headlines yy
used at June 23, 2004, meeting is available at  
www.icjia.state.il.us/iijis/public/PowerPoint/PRV 
_headlines_06232004.ppt.

Criminal History Record Information in Illinois: yy
Access and Review Provision is available in a 
poster-sized PDF that can be accessed at 
www.icjia.state.il.us/iijis/public/PDF/PRV/chri 
_AccessAndReview3d.pdf. 

Privacy Schmrivacy:  Drafting Privacy Policy in yy
an Integrated Justice Environment (and why it’s 
important) is available at  www.icjia.state.il.us/iijis 
/public/pdf/PRV/PrivacySchmrivacy_FINAL.pdf.

The IIJIS Executive Steering Committee asked all yy
IIJIS committees to draft a work plan. The Privacy 
Committee’s plan can be found at www.icjia.state 
.il.us/iijis/public/pdf/PRV/PRV_12monthPlan.pdf.

http://www.ilga.gov/legislation/ilcs/ilcs3.asp?ActID=397&ChapAct=20%26nbsp%3BILCS%26nbsp%3B3930%2F&ChapterID=5&ChapterName=EXECUTIVE+BRANCH&ActName=Illinois+Criminal+Justice+Information+Act%2E
http://www.ilga.gov/legislation/ilcs/ilcs3.asp?ActID=397&ChapAct=20%26nbsp%3BILCS%26nbsp%3B3930%2F&ChapterID=5&ChapterName=EXECUTIVE+BRANCH&ActName=Illinois+Criminal+Justice+Information+Act%2E
http://www.ilga.gov/legislation/ilcs/ilcs3.asp?ActID=397&ChapAct=20%26nbsp%3BILCS%26nbsp%3B3930%2F&ChapterID=5&ChapterName=EXECUTIVE+BRANCH&ActName=Illinois+Criminal+Justice+Information+Act%2E
http://www.ilga.gov/legislation/ilcs/ilcs3.asp?ActID=397&ChapAct=20%26nbsp%3BILCS%26nbsp%3B3930%2F&ChapterID=5&ChapterName=EXECUTIVE+BRANCH&ActName=Illinois+Criminal+Justice+Information+Act%2E
http://www.ilga.gov/legislation/ilcs/ilcs3.asp?ActID=397&ChapAct=20%26nbsp%3BILCS%26nbsp%3B3930%2F&ChapterID=5&ChapterName=EXECUTIVE+BRANCH&ActName=Illinois+Criminal+Justice+Information+Act%2E
http://www.icjia.state.il.us/IIJIS/public/pdf/IMB/2005AnnualReport_final.pdf
http://www.icjia.state.il.us/IIJIS/public/pdf/IMB/2005AnnualReport_final.pdf
http://www.illinois.gov/Gov/pdfdocs/execorder2003-16.pdf
http://www.illinois.gov/Gov/pdfdocs/execorder2003-16.pdf
http://www.icjia.state.il.us/iijis/public/pdf/strategicplan_final.pdf
http://www.icjia.state.il.us/iijis/public/pdf/strategicplan_final.pdf
http://www.icjia.state.il.us/iijis/public/index.cfm?metasection=foundation
http://www.icjia.state.il.us/iijis/public/index.cfm?metasection=foundation
http://www.icjia.state.il.us/iijis/public/index.cfm?metasection=oversight
http://www.icjia.state.il.us/iijis/public/index.cfm?metasection=oversight
http://www.icjia.state.il.us/iijis/public/PowerPoint/expungementReadability_icjia.ppt
http://www.icjia.state.il.us/iijis/public/PowerPoint/expungementReadability_icjia.ppt
http://www.icjia.state.il.us/iijis/public/PowerPoint/expungementReadability_icjia.ppt
http://www.icjia.state.il.us/iijis/public/PowerPoint/PRV_headlines_06232004.ppt
http://www.icjia.state.il.us/iijis/public/PowerPoint/PRV_headlines_06232004.ppt
http://www.icjia.state.il.us/iijis/public/PDF/PRV/chri_AccessAndReview3d.pdf
http://www.icjia.state.il.us/iijis/public/PDF/PRV/chri_AccessAndReview3d.pdf
http://www.icjia.state.il.us/iijis/public/pdf/PRV/PrivacySchmrivacy_FINAL.pdf
http://www.icjia.state.il.us/iijis/public/pdf/PRV/PrivacySchmrivacy_FINAL.pdf
http://www.icjia.state.il.us/iijis/public/pdf/PRV/PRV_12monthPlan.pdf
http://www.icjia.state.il.us/iijis/public/pdf/PRV/PRV_12monthPlan.pdf
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Appendix E
Glossary of  Terms  

and Definitions

The following terms and definitions are provided as a 
reference for use during the privacy and civil liberties 
policy development process and as a resource for the 
project team, project team leader, and project champion 
or sponsor.  Not all of the terms listed were specifically 
discussed within this guide but are terms relative to the 
subject of privacy and civil liberties and may contribute 
to an understanding of these issues.  

A
Access
In respect to privacy, an individual’s ability to view, 
modify, and contest the accuracy and completeness of 
personally identifiable information collected about him 
or her.  Access is an element of the Organisation for 
Economic Co-operation and Development’s (OECD) 
Fair Information Principles (FIPs).  See Fair Information 
Principles (FIPs).

Access Control
The mechanisms for limiting access to certain 
information based on a user’s identity and membership 
in various predefined groups.  Access control can be 
mandatory, discretionary, or role-based.

Accountability Principle
One of the eight Fair Information Principles (FIPs) 
developed by the Organisation for Economic Co-
operation and Development (OECD).  According to 
this principle, a data controller should be accountable 
for complying with measures that give effect to the 
principles stated above.

Accuracy of Information
In addition to providing individuals with the ability 
to correct factual inaccuracies in their personally 

identifiable or prospect information, an organization must 
also take reasonable steps to ensure that the personally 
identifiable and prospect information that it collects is 
accurate, complete, and timely for the purposes for 
which it is used.  See Prospect Information.

Administrative Vulnerability
Failure to observe administrative best practices, such as 
using a weak password or logging on to an account that 
has more user rights than the user requires to perform a 
specific task.

Anonymity
A condition in which an individual’s true identity is 
unknown.

Appropriate Security
An organization is required to take appropriate data 
security measures to protect personally identifiable 
information and prospect information. These measures 
must include physical security measures, such as doors 
and locks, as well as electronic security and managerial 
controls that limit the potential for unauthorized access 
or misuse by employees and contractors.  The security 
measures necessary to protect information sufficiently 
will vary based on the risks presented to the individual 
by an organization’s collection and use of the data.  See 
Prospect Information.

Attack
A deliberate attempt to compromise the security of a 
computer system or deprive others of the use of the 
system.

Audit Trail
Audit trail is a generic term for recording (logging) 
a sequence of activities.  In computer and network 
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contexts, an audit trail tracks the sequence of activities 
on a system, such as user log-ins and log-outs. More 
expansive audit trail mechanisms would record each 
user’s activity in detail—what commands were issued 
to the system, what records and files were accessed or 
modified, etc.

Audit trails are a fundamental part of computer 
security, used to trace (albeit usually retrospectively) 
unauthorized users and uses.  They can also be used to 
assist with information recovery in the event of a system 
failure.

Authentication
Authentication is the process of validating the credentials 
of a person, computer process, or device.  Authentication 
requires that the person, process, or device making the 
request provide a credential that proves it is what or who 
it says it is.  Common forms of credentials are digital 
certificates, digital signatures, smart cards, biometrics 
data, and a combination of user names and passwords.  
See Biometrics.

Authentication of Identity
The process whereby an organization establishes that a 
party it is dealing with is:

A previously known real-world entity (in which case, yy
it can associate transactions with an existing record 
in the relevant information system).
A previously unknown real-world entity (in which yy
case, it may be appropriate to create a new record in 
the relevant information system and perhaps also to 
create an organizational identifier for that party).

Authorization
The process of granting a person, computer process, or 
device with access to certain information, services, or 
functionality.  Authorization is derived from the identity 
of the person, computer process, or device requesting 
access that is verified through authentication.  See 
Authentication.

B
Biometrics
Biometrics methods can be divided into two categories: 
physiological and behavioral. Implementations of 
the former include face, eye (retina or iris), finger 
(fingertip, thumb, finger length or pattern), palm (print 
or topography), and hand geometry. The latter includes 
voiceprints and handwritten signatures.

C
Certificate
An encrypted file containing user or server identification 
information that is used to verify identity and to help 
establish a security-enhanced link.

Charter (Project Team)
A collection of the project team’s written vision, mission, 
and values statements, as well as the stated goals 
and objectives.  The charter serves as a reference and 
resource throughout the course of the project team’s 
effort.  The most critical feature of the charter is that it 
memorializes the planning efforts and agreements of 
the team members to achieve specific goals and, thus, 
serves as an historical record of team plans and efforts.  

Civil Liberties
Civil liberties are fundamental individual rights, 
such as freedom of speech, press, or religion; due 
process of law; and other limitations on the power of 
the government to restrain or dictate the actions of 
individuals. They are the freedoms that are guaranteed 
by the Bill of Rights—the first ten Amendments—to the 
Constitution of the United States. Civil liberties offer 
protection to individuals from improper government 
action and arbitrary governmental interference. 
Generally, the term “civil rights” involves positive (or 
affirmative) government action, while the term “civil 
liberties” involves restrictions on government.

Civil Rights
The term “civil rights” is used to imply that the state has 
a role in ensuring all citizens have equal protection under 
the law and equal opportunity to exercise the privileges 
of citizenship regardless of race, religion, gender, 
or other characteristics unrelated to the worth of the 
individual. Civil rights are, therefore, obligations imposed 
upon government to promote equality. More specifically, 
they are the rights to personal liberty guaranteed to all 
United States citizens by the Thirteenth and Fourteenth 
Amendments and by acts of Congress. 

Collection Limitation Principle
One of the eight Fair Information Principles (FIPs) 
developed by the Organisation for Economic  
Co-operation and Development (OECD).  According to 
this principle, there should be limits to the collection of 
personal data, and any such data should be obtained by 
lawful and fair means and, where appropriate, with the 
knowledge or consent of the data subject.

Computer Security
The protection of information assets through the use of 
technology, processes, and training.
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Confidentiality
Confidentiality is closely related to privacy but is not 
identical.  It refers to the obligations of individuals 
and institutions to use information under their control 
appropriately once it has been disclosed to them.  One 
observes rules of confidentiality out of respect for and to 
protect and preserve the privacy of others.  See Privacy.

Cookie
A small data file that is stored on a user’s local computer 
for record-keeping purposes that contains information 
about the user that is pertinent to a Web site, such as a 
user preference.

Credentials
Credentials are information that includes identification 
and proof of identification that are used to gain access 
to local and network resources.  Examples of credentials 
are user names, passwords, smart cards, and 
certificates.

Cryptography
The study or analysis of codes and encoding methods 
used to secure information.  Cryptographic techniques 
can be used to enable and ensure confidentiality, data 
integrity, authentication (entity and data origin), and 
nonrepudiation.  See Nonrepudiation.

D
Data
Inert symbols, signs, or measures.

Data Controller
A party who, according to domestic law, is competent 
to decide about the contents and use of personal data, 
regardless of whether or not such data is collected, 
stored, processed, or disseminated by that party or by 
an agent on its behalf.

Data Protection
Data protection encompasses the range of legal, 
regulatory, and institutional mechanisms that guide the 
collection, use, protection, and disclosure of information.

Data Quality Principle
One of the eight Fair Information Principles (FIPs) 
developed by the Organisation for Economic Co-
operation and Development (OECD).  According to 
this principle, personal data should be relevant to the 
purposes for which they are to be used and, to the extent 
necessary for those purposes, should be accurate, 
complete, and up to date.

Data Transfer
As a key principle of privacy, it is the movement of 
personally identifiable information between entities, such 
as a customer list being shared between two different 
companies.

Degaussing
A process of destroying computerized data by leaving 
the domains in random patterns with no preference 
to orientation, which then renders previous data 
unrecoverable.

Digital Certificate
A digitally signed statement that binds the identifying 
information of a user, computer, or service to a public/
private key pair.  A digital certificate is commonly 
used in the process of authentication and for securing 
information on networks.  See Authentication.

Digital Signature
A digital signature is data that binds a sender’s identity 
to the information being sent.  A digital signature may 
be bundled with any message, file, or other digitally 
encoded information or transmitted separately.  Digital 
signatures are used in public key environments and 
provide nonrepudiation and integrity services.  See 
Nonrepudiation.

Disclosure
The release, transfer, provision of access to, or 
divulging of personally identifiable information in any 
other manner—electronic, verbal, or in writing—to an 
individual, agency, or organization outside of the agency 
who collected it.

Disposition
A determination, disposition, final arrangement, or 
outcome of a case or charge following a judgment, 
settlement, or any other basis for termination of a 
legal action.  Disposition can be final or intermediate.  
Examples of final determinations include dismissal, 
acquittal, or conviction.  Examples of intermediate 
dispositions include suspended proceedings or the 
placement of a defendant in one or more programs.

Download
To transfer a copy of a file from a remote computer to a 
requesting computer by means of a modem or network.

E
Electronically Maintained
Information stored by a computer or on any electronic 
medium from which the information may be retrieved by 
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a computer, such as electronic memory chips, magnetic 
tape, magnetic disk, or compact disk optical media.

Electronically Transmitted
Information exchanged with a computer using electronic 
media, such as the movement of information from 
one location to another by magnetic or optical media, 
transmission over the Internet, intranet, extranet, leased 
lines, dial-up lines, private networks, telephone voice 
response, and faxback systems.  It does not include 
faxes, telephone calls, video teleconferencing, or 
messages left on voice mail.  See Extranet.

Enforcement
A privacy principle that provides mechanisms for 
ensuring compliance with the Organisation for Economic 
Co-operation and Development’s (OECD) Fair 
Information Principles (FIPs), recourse for individuals 
affected by noncompliance, and consequences for 
noncompliant organizations.  Methods for enforcement 
include a review by independent third parties.

Extranet
An extension of an organization’s intranet used to 
facilitate communication with the organization’s trusted 
partners.  An extranet allows such trusted partners to 
gain limited access to the organization’s internal data.

F
Fair Information Principles (FIPs)
The Fair Information Principles (FIPs) are contained 
within the Organisation for Economic Co-operation and 
Development’s (OECD) Guidelines on the Protection of 
Privacy and Transborder Flows of Personal Data.  These 
were developed around commercial transactions and 
the transborder exchange of information; however, they 
do provide a straightforward description of underlying 
privacy and information exchange principles and provide 
a simple framework for the legal analysis that needs 
to be done with regard to privacy in integrated justice 
systems.  Some of the individual principles may not 
apply in all instances of an integrated justice system.

The eight FIPs are:
Collection Limitation Principleyy
Data Quality Principleyy
Purpose Specification Principleyy
Use Limitation Principleyy
Security Safeguards Principleyy
Openness Principleyy
Individual Participation Principleyy
Accountability Principleyy

Filter
A pattern or mask through which data is passed to 
separate specified items.  For instance, a filter used 
in e-mail or in retrieving newsgroup messages can 
allow users to automatically discard messages from 
designated users.

Firewall
A security solution that segregates one portion of a 
network from another portion, allowing only authorized 
network traffic to pass through according to traffic-
filtering rules.

G
General Information or Data
Information that could include records, documents, or 
files pertaining to law enforcement operations, such as 
Computer Aided Dispatch (CAD) data, incident data, and 
management information. Information that is maintained 
in a records management, CAD system, etc., for 
statistical/retrieval purposes. Information could be either 
resolved or unresolved. The record is maintained per 
statute, rule, or policy.

Goals (Project)
Project goals are the desired long-term end results that, 
if accomplished, will mean the team has achieved its 
mission.  Goals provide a framework for more detailed 
levels of planning.  Goals are more specific than mission 
statements but remain general enough to stimulate 
creativity and innovation. 

H
Health Insurance Portability and Accountability 
Act (HIPAA)
A U.S. law that gives patients greater access to their 
own medical records and more control over how their 
personally identifiable information is used.  The law 
also addresses the obligations of health-care providers 
and health plans to protect health information.  In 
general, covered entities such as health plans, health-
care clearinghouses, and health-care providers that 
conduct certain financial and administrative transactions 
electronically had until April 14, 2003, to comply with this 
act.

Homeland Security Information
As defined in Section 482(f)(1) of the Homeland 
Security Act, homeland security information means any 
information possessed by a federal, state, local, or tribal 
agency that relates to (A) a threat of terrorist activity;  
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(B) the ability to prevent, interdict, or disrupt terrorist 
activity; (C) the identification or investigation of a 
suspected terrorist or terrorist organization or any 
person, group, or entity associated with or assisting 
a suspected terrorist or terrorist organization; or (D) a 
planned or actual response to a terrorist act. 

I
Identification
A process whereby a real-world entity is recognized 
and its identity established.  Identity is operationalized 
in the abstract world of information systems as a set 
of information about an entity that differentiates it from 
other similar entities.  The set of information may be 
as small as a single code, specifically designed as an 
identifier, or may be a compound of such data as a 
given and family name, date of birth, and address.  An 
organization’s identification process comprises the 
acquisition of the relevant identifying information.

Individually Identifiable Health Information (IIHI)
Information, including demographic information, that 
relates to past, present, or future physical or mental 
health or condition of a member and can be used to 
identify the member.

Individual Participation Principle
One of the eight Fair Information Principles (FIPs) 
developed by the Organisation for Economic  
Co-operation and Development (OECD).  As stated in 
the FIPs, according to this principle, an individual should 
have the right:

To obtain from the data controller, or otherwise, a)	
confirmation of whether or not the data controller has 
data relating to him;

To have communicated to him, data relating to him:b)	
Within a reasonable time;yy
At a charge, if any, that is not excessive;yy
In a reasonable manner; andyy
In a form that is readily intelligible to him;yy

To be given reasons if a request made under c)	
subparagraphs a) and b) is denied, and to be able to 
challenge such denial; and

To challenge data relating to him and, if the d)	
challenge is successful, to have the data erased, 
rectified, completed, or amended.

Individual Responsibility
Since a privacy notice is not self-implementing, an 
individual within an organization’s structure must also be 

assigned responsibility for enacting and implementing 
the notice.

Information
The use of data to extract meaning.  Information includes 
any data about people, organizations, events, incidents, 
or objects, regardless of the medium in which it exists. 
Information received by law enforcement agencies can 
be categorized into three general areas: general data, 
tips and leads data, and criminal intelligence data.

Information Disclosure
The exposure of information to individuals who normally 
would not have access to it.

Information Privacy
Information privacy is the interest individuals have 
in controlling or at least significantly influencing the 
handling of data about themselves.

Information Quality
The accuracy and validity of the actual values of the 
data, data structure, and database/data repository 
design.  The elements of information quality are 
accuracy, completeness, currency, reliability, and 
context/meaning.

Invasion of Privacy
Invasion of privacy can be defined as intrusion on one’s 
solitude or into one’s private affairs, public disclosure 
of embarrassing private information, publicity that puts 
one in a false light to the public, or appropriation of one’s 
name or picture for personal or commercial advantage.  
See also Right to Privacy.

J
Justice Professional
A justice professional is someone who, through his 
or her work, has access to information from or direct 
access to a criminal justice information system.  
Justice professionals can be criminal or civil justice 
professionals or individuals affiliated or allied with the 
justice system.  The justice system includes, but is not 
limited to, law enforcement, juvenile courts, prosecutors, 
probation, corrections, affiliated nongovernmental 
entities that work with the justice system (e.g., pretrial 
services), and many other professionals that interface 
with the justice system. This term is intended to be 
inclusive of the myriad of groups that work with justice 
information.
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K
Key
In encryption and digital signatures, a key is a value 
used in combination with an algorithm to encrypt or 
decrypt data.

L
Law
As used by this policy, law includes any local, state, or 
federal statute, ordinance, regulation, executive order, 
policy, or court rule, decision, or order as construed by 
appropriate local, state, or federal officials or agencies. 

Least Privilege Administration
A recommended security practice in which every user 
is provided with only the minimum privileges needed to 
accomplish the tasks he or she is authorized to perform.

Logs
Logs are a necessary part of an adequate security 
system as they are needed to ensure that data is 
properly tracked and only authorized individuals are 
getting access to the data.

M
Maintenance of Information
The maintenance of information applies to all forms 
of information storage.  This would include electronic 
systems, such as databases, and nonelectronic storage 
systems, such as filing cabinets.  To meet access 
requirements, an organization is not required to create 
new systems to maintain information or maintain 
information beyond a time when it no longer serves an 
organization’s purpose.

Metadata
In its simplest form, metadata is information (data) 
about information, more specifically information about a 
particular content.  An item of metadata may describe an 
individual content item or a collection of content items. 
Metadata is used to facilitate the understanding, use, 
and management of information. The metadata required 
for this will vary based upon the type of information and 
context of use.

Mission Statement
A succinct, comprehensive statement of purpose 
of an agency, program, subprogram, or project that 
is consistent with a vision statement.  See Vision 
Statement.

N
Nonrepudiation
A technique used to ensure that someone performing 
an action on a computer cannot falsely deny that 
they performed that action.  Nonrepudiation provides 
undeniable proof that a user took a specific action, 
such as transferring money, authorizing a purchase, or 
sending a message.

O
Objectives (Project)
Objectives are specific and measurable targets for 
accomplishing goals, which are usually short-term with 
a target time frame.  In contrast to goals, objectives are 
specific, quantifiable, and time‑bound statements of 
desired accomplishments or results.  As such, objectives 
represent intermediate achievements necessary to 
achieve goals.  See Goals.

Online Collection
A Web site or online service is deemed to collect 
personally identifiable information or prospect 
information online, even though that information may be 
immediately deleted and not maintained for further use 
by an organization.

Openness Principle
One of the eight Fair Information Principles (FIPs) 
developed by the Organisation for Economic  
Co-operation and Development (OECD).  According 
to this principle, there should be a general policy of 
openness about developments, practices, and policies 
with respect to personal data.  Means should be readily 
available for establishing the existence and nature of 
personal data and the main purposes of their use, as 
well as the identity and usual residence of the data 
controller.

P
Permissions
Authorization to perform operations associated with 
a specific shared resource, such as a file, directory, 
or printer.  Permissions must be granted by the 
system administrator to individual user accounts or 
administrative groups.

Personal Data
Personal data refers to any personally identifiable 
information that relates to an identifiable individual 
(or data subject).  See also Personally Identifiable 
Information.
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Personal Information
See Personally Identifiable Information.

Personally Identifiable Information
Personally identifiable information is one or more pieces 
of information that when considered together or when 
considered in the context of how it is presented or how it 
is gathered is sufficient to specify a unique individual.

The pieces of information can be:

Personal characteristics (such as height, weight, yy
gender, sexual orientation, date of birth, age, hair 
color, eye color, race, ethnicity, scars, tattoos, 
gang affiliation, religious affiliation, place of birth, 
mother’s maiden name, distinguishing features, and 
biometrics information, such as fingerprints, DNA, 
and retinal scans).
A unique set of numbers or characters assigned yy
to a specific individual (including name, address, 
phone number, social security number, e-mail 
address, driver’s license number, financial account 
or credit card number and associated PIN number, 
Automated Integrated Fingerprint Identification 
System [AIFIS] identifier, or booking or detention 
system number).
Descriptions of event(s) or points in time (for yy
example, information in documents such as police 
reports, arrest reports, and medical records).
Descriptions of location(s) or place(s) (including yy
geographic information systems [GIS] locations, 
electronic bracelet monitoring information, etc.).

Privacy
The term “privacy” refers to individuals’ interests in 
preventing the inappropriate collection, use, and release 
of personally identifiable information. Privacy interests 
include privacy of personal behavior, privacy of personal 
communications, and privacy of personal data.

Other definitions of privacy include the capacity to be 
physically alone (solitude); to be free from physical 
interference, threat, or unwanted touching (assault, 
battery); or to avoid being seen or overheard in particular 
contexts.  

Privacy Compromise
A privacy compromise is a scenario in which an 
unauthorized individual or group of individuals is able to 
gain access to personally identifiable information about 
another.

Privacy Policy
A privacy policy is a written, published statement that 
articulates the policy position of an organization on 
how it handles the personally identifiable information 
that it gathers and uses in the normal course of 
business.  The policy should include information relating 
to the processes of information collection, analysis, 
maintenance, dissemination, and access.  The purpose 
of the privacy policy is to articulate that the agency will 
adhere to those legal requirements and agency policy 
determinations that enable gathering and sharing of 
information to occur in a manner that protects personal 
privacy interests.  A well-developed and -implemented 
privacy policy uses justice entity resources wisely and 
effectively; protects the agency, the individual, and the 
public; and promotes public trust.

Privacy Protection
This is a process of finding appropriate balances 
between privacy and multiple competing interests, such 
as justice information sharing.

Project Champion (or Sponsor)
The project champion or sponsor is a high-level 
individual within the organization who has been selected 
to drive the privacy and civil liberties policy development 
effort.  The champion helps steer the development of the 
policy, identifies and allocates the necessary resources 
(both human and other support), and oversees policy 
implementation.  This person provides a strong voice for 
the team effort, particularly when there is competition 
for scarce resources, and provides the mechanism for 
efficient decision making when the project team leader 
or project manager does not have the authority to make 
decisions in selected areas.

Project Team
The project team is a multidisciplinary group of 
individuals, representing a broad array of perspectives, 
who collaborate on the development of the privacy 
and civil liberties policy.  This team represents the 
core agencies that are entrusted with the protection of 
private information for justice information sharing.  See 
Stakeholder.

Project Team Leader
A project team leader is someone who will direct and 
manage the privacy and civil liberties policy development 
project on a day-to-day basis.  The project team leader 
should possess the following essential characteristics:  
organizational credibility, organizational authority, ability 
to build and manage coalitions, and ability to manage 
day-to-day tasks over an extended period of time.
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Prospect Information
Prospect information is defined the exact same way 
as personally identifiable information except that it is 
submitted by an individual who is not the subject of the 
data and who is giving personally identifiable information 
about someone else.  This personally identifiable 
information about someone else is considered prospect 
information.

Protected Information
Protected information is information about United States 
citizens and lawful permanent residents that is subject 
to information privacy or other legal protections under 
the Constitution and laws of the United States. For 
local, state, and tribal governments, it would include 
applicable state and tribal constitutions and local, state, 
and tribal laws, ordinances, and codes. For the (federal) 
intelligence community, protected information includes 
information about “United States persons” as defined 
in Executive Order 12333. Protected information may 
also include other information that the U.S. government 
expressly determines by Executive Order, international 
agreement, or other similar instrument should be 
covered.

Public
Public includes:

Any person and any for-profit or nonprofit entity, yy
organization, or association;

Any governmental entity for which there is no yy
existing specific law authorizing access to the 
agency’s information;

Media organizations; andyy

Entities that seek, receive, or disseminate yy
information for whatever reason, regardless of 
whether it is done with the intent of making a profit, 
and without distinction as to the nature or intent of 
those requesting information from the agency.

Public does not include:

Employees of the agency;yy

People or entities, private or governmental, who yy
assist the agency in the operation of the justice 
information system, and agency in the operation of 
the justice information system; and 

Public agencies whose authority to access yy
information gathered and retained by the agency is 
specified in law.

Public Access
Public access relates to what information can be seen 
by the public, that is, information whose availability is not 
subject to privacy interests or rights. 

Purpose Specification Principle
One of the eight Fair Information Principles (FIPs) 
developed by the Organisation for Economic  
Co-operation and Development (OECD).  According 
to this principle, the purposes for which personal data 
are collected should be specified no later than at the 
time of collection and the subsequent use limited to the 
fulfillment of those purposes or such others as are not 
incompatible with those purposes and as are specified 
on each occasion of change of purpose.

R
Record
Any item, collection, or grouping of information that 
includes personally identifiable information and is 
maintained, collected, used, or disseminated by or for 
the collecting agency or organization.

Redress
Internal procedures to address complaints from persons 
regarding protected information about them that is under 
the agency’s control.

Repudiation
The ability of a user to deny having performed an action 
that other parties cannot prove otherwise.  For example, 
a user who deleted a file can successfully deny doing so 
if no mechanism (such as audit files) can contradict that 
claim.

Retention
Refer to Storage.

Retrievable Information
Information is retrievable in the ordinary course of 
business if it can be retrieved by taking steps that are 
taken on a regular basis in the conduct of business 
with respect to that information or that an organization 
is capable of taking with the procedures it uses on a 
regular basis in the conduct of its business.

Information is not considered retrievable in the ordinary 
course of business if retrieval would impose an 
unreasonable burden or violate the legitimate rights of 
a person that is not the subject of the information. The 
unreasonableness of burden is balanced against the 
significance of the information’s use.  
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Right to Privacy
The possible right to be let alone, in the absence of 
some reasonable public interest in a person’s activities.  
Invasion of the right to privacy can be the basis for a 
lawsuit for damages against the person or entity violating 
that right.  

The right to privacy as a matter of constitutional law is 
understood to have begun with a pioneering law review 
article in the Harvard Law Review in the 1890s written 
by lawyers Samuel D. Warren and future Supreme Court 
Justice Louis D. Brandeis.  See Privacy.

Role-Based Authorization
A type of authorization that uses roles to determine 
access rights and privileges.  A role is a symbolic 
category of users that share the same security privilege.

S
Safeguard
A safeguard is considered a technology, policy, or 
procedure that counters a threat or protects assets.

Secondary Data Uses
Uses of personally identifiable information for purposes 
other than those for which the information was originally 
collected. The Organisation for Economic Co-operation 
and Development’s (OECD) Fair Information Principles 
(FIPs) state that a person can provide personally 
identifiable information for a specific purpose without the 
fear that it may later be used for an unrelated purpose 
without that person’s knowledge or consent.

Secure Sockets Layer (SSL)
A protocol that provides secure data communication 
through data encryption.  This protocol enables 
authentication, integrity, and data privacy over networks 
through a combination of digital certificates, public-key 
cryptography, and bulk data encryption.  This protocol 
does not provide authorization or nonrepudiation.

Security
Security refers to the range of administrative, technical, 
and physical mechanisms that aim to preserve privacy 
and confidentiality by restricting information access to 
authorized users for authorized purposes.

Computer and communications security efforts also have 
the goal of ensuring the accuracy and timely availability 
of data for the legitimate user set, as well as promoting 
failure resistance in the electronic systems overall.

Security Policy
A security policy is different from a privacy policy.  A 
security policy alone may not adequately address the 
protection of personally identifiable information or the 
requirements of a privacy policy in their entirety.  A 
security policy addresses information classification, 
protection, and periodic review to ensure that information 
is being stewarded in accordance with an organization’s 
privacy policy.  See Privacy Policy.

Security Safeguards Principle
One of the eight Fair Information Principles (FIPs) 
developed by the Organisation for Economic  
Co-operation and Development (OECD).  According 
to this principle, personal data should be protected 
by reasonable security safeguards against such risks 
as loss or unauthorized access, destruction, use, 
modification, or disclosure of data.

Stakeholder
A stakeholder is an agency or individual that is essential 
to the development and implementation of the privacy 
and civil liberties policy and who contributes to, but is 
not a member of, the project team.  Stakeholders have 
interests in the outcome of the policy and provide input 
(for example, focus groups, surveys, documents for 
public comment, or invited speakers at team meetings).  
See Project Team.

Storage
In a computer, storage is the place where data is held 
in an electromagnetic or optical form for access by a 
computer processor. There are two general usages:

Storage is frequently used to mean the devices and 1)	
data connected to the computer through input/output 
operations—that is, hard disk and tape systems 
and other forms of storage that do not include 
computer memory and other in-computer storage. 
This meaning is probably more common in the 
information technology industry than meaning 2. 

In a more formal usage, storage has been divided 2)	
into (1) primary storage, which holds data in memory 
(sometimes called random access memory or RAM) 
and other “built-in” devices such as the processor’s 
L1 cache, and (2) secondary storage, which holds 
data on hard disks, tapes, and other devices 
requiring input/output operations. 

	 Primary storage is much faster to access than 
secondary storage because of the proximity of the 
storage to the processor or because of the nature of 
the storage devices. On the other hand, secondary 
storage can hold much more data than primary 
storage. 
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T
Transborder Flows of Personal Data
Movements of personal data across national borders.  
See Fair Information Principles (FIPs).

U
Use
With respect to personally identifiable information, 
the sharing, employment, application, utilization, 
examination, or analysis of such information within the 
agency or organization that maintains the designated 
record set.

Use Limitation Principle
One of the eight Fair Information Principles (FIPs) 
developed by the Organisation for Economic  
Co-operation and Development (OECD).  According to 
this principle, personal data should not be disclosed, 
made available, or otherwise be used for purposes other 
than those specified in accordance with the Purpose 
Specification Principle, except with the consent of the 
data subject or by the authority of law.  See Purpose 
Specification Principle.

V
Values Statement
The core principles and philosophies that describe how 
an agency conducts itself in carrying out its mission.

Virtual Private Network (VPN)
The extension of a private network that provides 
encapsulated, encrypted, and authenticated logical 
(not physical) links across shared or public networks.  
VPN connections typically provide remote access and 
router-to-router connections to private networks over the 
Internet.

Virus
A code written with the express intention of replicating 
itself.  A virus attempts to spread from computer to 
computer by attaching itself to a host program.  It may 
damage hardware, software, or data.  See Worm.

Vision Statement
A compelling and conceptual image of the desired, 
successful outcome.

Vulnerability
Any weakness, administrative process, act, or physical 
exposure that makes a computer susceptible to 
exploitation by a threat.

W
Worm
A self-propagating malicious code that can automatically 
distribute itself from one computer to another through 
network connections.  A worm can take harmful action, 
such as consuming network or local system resources, 
possibly causing a denial-of-service attack.

Cited Resources for Glossary of Terms and 
Definitions

Better Business Bureau, BBBOnLine Privacy yy
Program, Privacy Terms and Definitions, 
www.bbbonline.org/privacy/help.pdf.

University of Miami Ethics Programs, Privacy/Data yy
Protection Project, Encyclopedia, Index, 
http://privacy.med.miami.edu/glossary/index.htm.

Privacilla.org, Privacy and Government, yy
Organisation for Economic Co-operation and 
Development (OECD) Guidelines, www.privacilla 
.org/government/oecdguidelines.html.

Organisation for Economic Co-operation and yy
Development (OECD), OECD Guidelines on the 
Protection of Privacy and Transborder Flows of 
Personal Data, September 23, 1980, 
www.oecd.org/document/18/0,2340,en_2649 
_201185_1815186_1_1_1_1,00.html.

Warren, Samuel D., and Louis D. Brandeis. "The yy
Right to Privacy," Harvard Law Review 4, 1890:193.

Clarke, Roger.  Privacy Introduction and Definitions, yy
Introduction to Dataveillance and Information 
Privacy, and Definitions of Terms, September 16, 
1999, www.anu.edu.au/people/Roger.Clarke/DV 
/Intro.html.

Birnbaum, Adam.  Blue Cross Blue Shield yy
Association (BCBSA), Health Insurance Portability 
and Accountability Act (HIPAA), Helpful HIPAA Terms 
and Definitions, www.fepblue.org/privacyhipaa 
/privacyhipaadefined.html.

Law.com, ALM Properties, Inc., yy Law.com Dictionary, 
http://dictionary.law.com/.

Microsoft Corporation, yy Microsoft Security Glossary, 
October 29, 2002 (Revised May 20, 2005),  
www.microsoft.com/security/glossary.mspx.

http://www.bbbonline.org/privacy/help.pdf
http://privacy.med.miami.edu/glossary/index.htm
http://www.privacilla.org/government/oecdguidelines.html
http://www.privacilla.org/government/oecdguidelines.html
http://www.oecd.org/document/18/0,2340,en_2649_201185_1815186_1_1_1_1,00.html
http://www.oecd.org/document/18/0,2340,en_2649_201185_1815186_1_1_1_1,00.html
http://www.anu.edu.au/people/Roger.Clarke/DV/Intro.html
http://www.anu.edu.au/people/Roger.Clarke/DV/Intro.html
http://www.fepblue.org/privacyhipaa/privacyhipaadefined.html
http://www.fepblue.org/privacyhipaa/privacyhipaadefined.html
http://dictionary.law.com/
http://www.microsoft.com/security/glossary.mspx


D
E

PA
RTMENT OF JUSTIC

E

Providing justice practitioners with practical guidance  
for the privacy policy development processwww.it.ojp.gov

rev. 02/08

Privacy and Civil Liberties 
Policy Development Guide

and Implementation Templates


