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Request of SEARCH Membership 

•  Help identify issues related to the policy questions 
raised in the attached N-DEx Topic Paper, which 
is going to the CJIS Working Groups for policy 
decisions. 

•  Help formulate policy answers to the issues raised 
in the Topic Paper.  

•  Help prepare for Working Group  meetings. 
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Key Role of the  
CJIS Advisory Process 

•  CJIS Advisory Policy Board (APB) 
•  Subcommittees 
•  Working Groups 
•  Advise the Director of the FBI on CJIS Systems 

Policy 
•  Over the years, Directors have almost always 

followed APB advice 

Unclassified/For Official Use Only 3 



Key Role of the  
CJIS Advisory Process 

•  Proven Governance Process since late 1960’s 
–  NCIC, III, IAFIS, UCR and all CJIS Systems 

•  Data owners also own the governance 

•  Those spending resources share control of 
decisions 
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Key N-DEx Policy Issues  
for CSOs and Local Agencies 

•  Training 
•  Auditing 
•  User Management 
•  In-State Regional Systems 
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Training 



7 

•  Because of the unknown costs and other  
operational impacts, the APB has not yet set a 
policy requirement for training prior to N‑DEx 
participation.   

•  The purpose of  this Topic is to formulate what the 
policy should be and when it should be 
implemented. 

N-DEx Training 
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Training Issues 

 What issues have been identified related to 
implementing N-DEx Training ? 

•  Costs for local agencies to train all their users. 
•  Uncertainty of best training implementation at the 

local level. 
•  Uncertainty of how or whether CSOs can integrate 

N-DEx training into NCIC/III training. 
•  Costs for CSOs to implement a new training 

curriculum. 
•  CSOs and locals will be training a new set of users, 

some of whom have not had CJIS related training. 
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Training Issues (cont) 

•  Need to develop new training materials. 
•  Desire to use new training methodologies. 
•  Need to coordinate tracking of NCIC/III Training 

with N-DEx Training, especially when NCIC/III 
access is granted through N-DEx. 

•  N-DEx system cannot currently track who has taken 
the Computer-Based Training modules or otherwise 
been trained in N-DEx or NCIC/III. 

•  Question of whether we should create an N-DEx 
certification similar to NCIC certification. 

•  How to train Regional System users. 



10 

Training Recommendations 
  Recommendations for CJIS 

•  Develop a N-DEx policy CBT module to go with the 
current N-DEx Operational CBT modules. 

•  Develop basic course hand out materials that can be 
used by the CSOs to fulfill the anticipated training 
requirements. 

•  Develop a video to address executive level policy 
training. 

•  Create new system function to track training in N-DEx. 
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Training Recommendations 

 Recommendation for APB: 

–  Evaluate N-DEx User Certification Program similar to 
NCIC/III user certification. 

•  The information housed in the N-DEx system is at a minimum, 
as sensitive as NCIC/III, dictating the need for a N-DEx User 
Certification Process.  

•  Would help with coordination with NCIC/III access. 

•  Costs and resources remain a significant concern. 
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One Training Solution  

 CJIS is Creating a new function within N-DEx to 
track training 
–  Will provide CSO’s the ability to track N-DEx CBT  

training dates 

–  Will also be able to enter NCIC/III dates manually  

–  Scheduled to be deployed in early April 2010. 

–  Would automatically deny N-DEx access and NCIC/III 
access through N-DEx upon expiration of training, if 
APB creates that policy. 
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Audit 
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N-DEx Audits 

•  The FBI CJIS Audit Unit is conducting audits of the 
CSOs regarding N-DEx 
–  The first round of N-DEx audits are informational only 
–  The N-DEx audit plan was endorsed by the APB in 

December 2008 without an explicit state-to-local agency 
audit requirement 

•  The question is what should be the CSO audit 
requirements? 
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Audit Issues 

 What issues have been identified related to 
implementing N-DEx Audits? 
–  The costs to the local agencies and the CSOs. 

–  Uncertainty of whether N-DEx Audits can effectively 
become an extension of the NCIC Audits. 

–  Concern for CSOs’ ability to meet NCIC/III audit 
deadlines if additional audits for N-DEx are added. 

–   Uncertainty of the scope and complexity of the audits. 
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Audit Issues (con’t) 

–  Concern for auditing a different set of personnel within 
local agencies, who are not familiar with the CJIS 
processes. 

–  Concern for how to audit regional systems within the 
states and regional systems that cross state lines. 

–  Desire to use more efficient audit methodologies. 
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Audit Recommendations 

 Recommendations for CJIS 
•  Develop a set of questions that the current state level 

NCIC/III auditors could use to incorporate the 
N‑DEx audits into the existing NCIC/III CJIS 
Audits. 

•  Develop a draft mail‑in audit document that states 
could use, if they were unable to incorporate it into 
the existing CJIS audits. 

•  Develop a Self‑Audit document that states could use 
if they were unable to do either of the above. 
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Audit Recommendations (con’t) 

Recommendations for APB: 
•  Evaluate technical solutions CJIS has developed 

(below) and identify any additional requirements.  

•  Formulate policy statements regarding relationship 
between CSOs and local and regional systems, 
especially as regards delegation of auditing (as well 
as training and user management) functions.  
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N-DEx Audit Solutions 

•  The N-DEx system was developed with auditing in mind and 
provides different roles for different functions that can be 
delegated down by the CSOs.   

•  Currently, the N-DEx system has three audit roles, and these 
roles provide the ability to perform all audit system functions 
through the N-DEx portal.   
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N-DEx Audit Solutions 

•  N-DEx also has the ability for CSOs to produce seven audit 
reports in N-DEx, for example, who has accessed a single record, 
who has accessed any of an agency’s records, what records has a 
person accessed, etc. 

•  CJIS is creating in N-DEx the ability to capture additional user 
data from leveraged interfaces, which will ease the task of 
auditing regional information systems connected through states, 
if that is set as a policy by the APB. 
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User Management 
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User Management 

•  For Most CSOs managing N-DEx users is a different 
process from managing other CJIS System users. 

•  N-DEx policy requires CSOs to act as Clearinghouse 
for users. 

•  Because network access is different, the operational 
user management is different. 
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User Management Issues 

 What issues have been identified regarding N-DEx 
User Management? 
–  How much of their responsibilities can the CSO delegate 

down to an agency coordinator? 

–  Cumbersome for the state to create and track LEO/N-DEx 
accounts. 

–  Need to track two separate sets of users (NCIC and N-
DEx). 

–  Need to establish policies regarding trusted system 
relationships between local or regional systems and the 
state or N-DEx, and between the state and N-DEx. 
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User Management Issues (cont.) 

–  For states with state-wide information sharing systems 
connected to N-DEx, how do the systems share user 
management—and are there future possibilities? 

•  With Web Services 
•  With Direct-Connect 

–  For states without state-wide systems, how much can CJIS 
take on through LEO? 

•  Now the CSO must approve and maintain a list of users 
•  Can that burden be lightened? 
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User Management Issues (cont.) 

–  For states with local and regional information sharing 
systems, what relationship can be established between 
them and the CSO or them and N-DEx? 

–  Should we have an N-DEx Agency Coordinator  (NAC), 
similar to the NCIC Terminal Agency Coordinator (TAC)? 
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User Management  
Recommendations 

 Recommendations for CJIS 

•  Create a clear policy statement of exactly what the 
requirements are at present. 

•  Identify an automated user validation process that 
could be generated from the system and perhaps sent 
directly to the user agencies and the CSOs. 

•  Create automated link between system access and 
training or certification.   (As stated above, already  
in process.) 



27 

User Management 

 Recommendations for APB 

•  Identify acceptable levels of delegation to local 
agencies or regional information sharing systems. 

•  Draft policy recommendations on the above issues. 
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In-State Regional 
Systems 
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 What Issues have been identified regarding in-state 
Regional Information Sharing systems? 

•  Training. 
•  Auditing. 
•  User Management. 
•  Coordinating their desire for direct access to N-DEx 

with CSOs. 

In-State Regional System Issues 
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•  When a Regional System wants to go directly to      
N-DEx: 

–  If the CSO agrees with the direct submissions, what can be 
delegated to the Regional System? 

–  Can the CSO delegate policy responsibility to the Regional 
System? 

–  Does the CSO remain ultimately responsible for policy 
compliance? 

In-State Regional System Issues 
(cont) 
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•  When a Regional System crosses state lines: 

–  How do the respective CSOs coordinate? 

–  Does the Regional System have to divide its N-DEx 
participation under the separate CSOs governance? 

In-State Regional System Issues 
(cont) 
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 Can the same approach be extended to Regional 
Systems on these issues as to local agencies? 

 What are the differences? 

In-State Regional System  
Recommendations 
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Brian Edgell 
N-DEx Deputy Program Manager 

 (304) 625-3551 
Brian.edgell@leo.gov 

P. K. O’Neill 
IACP N-DEx Outreach Consultant 

(775) 741-8309 
pk@nvsig.com 

David Gavin 
IACP N-DEx Outreach Consultant 

(512) 779-6429 
dgavin@msn.com 

Questions 


