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•  You are among the leaders in identification 
•  You may not have attended other briefings, e.g. IAI, IJIS 

•  Lots of interest at many levels 

•  NGI is rolling out 

•  New Challenges, New Opportunities  
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Why Are We Here? 



The National Academies’ report, Strengthening 
Forensic Science in the United States: A Path 
Forward  (Recommendation 12) identified the 
need  
 
“to launch a new broad-based effort to achieve 
nationwide fingerprint data interoperability.”  
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•  Provide overview of latent print interoperability issues  

•  Provide an update on the NIST/OLES Interoperability projects 

•  Some Helpful Documents 

•  Extended Feature Set (EFS) and Latent Interoperability 

Transmission Specifications (LITS) 

•  Other undertakings 
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 Our Agenda 
 



Defining Interoperability 
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“The capability to communicate, execute programs, or transfer data among 
various functional units in a manner that requires the user to have little to no 
knowledge of the unique characteristics of those units.” 

- International Organization for Standardization 
“The ability of two or more networks, systems, devices, applications, or 
components to work seamlessly and electronically without any special effort 
to share information on demand, when needed, and as authorized without 
loss of accuracy using standardized encoding.” 

- SoFS AFIS Interoperability Task Force 

“Latent interoperability is the ability to exchange and process latent print 
data between two or more systems (similar or dissimilar), correctly and 
without loss of accuracy, and without user intervention by the recipient.” 

- NIST/NIJ Latent Print AFIS Interoperability Working Group 
 



The Interoperability Problem – In Brief 

•  No commonly accepted vendor-neutral latent data 
exchange standard for use at state/local level 

 

•  Differing rules for feature notation and extraction for 
each vendor 

 

•  Inability to communicate among disparate AFIS systems 
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Latent Encoding 

IAFIS US VISIT 
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Do we have interoperability now? 
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•  Regional AFIS networks based on same vendor with compatible versions 
can be interoperable if they establish a common framework for data 
sharing (e.g. WIN, Washington DC Capitol Area) 

•  States cannot search each other’s AFIS 
•  Local systems with an AFIS different from State AFIS in many cases 

cannot search State AFIS  
–  Different encoding rules and strategies 
–  Often latent examiners require additional special knowledge and training 
–  Often multiple workstations are required 
–  Lack of governance – MOUs 
–  Lack of connectivity 



An example of the interoperability solution! 
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State and Local Perspectives on 
Interoperability 
 

•  A study was conducted by Noblis with selected state and local law 
enforcement officials regarding latent interoperability.  

•  Major findings include: 
–  A uniform interest to “Enter Once, Search Many”  
–  Interest in selective searching of nearby locales 
–  States are interested in state to state searches 
–  A few interoperable arrangements already exist 
–  Not all records are forwarded to state AFIS and IAFIS 
–  Lack of personnel is a growing concern 
–  The processes and re-encoding of features necessary to search multiple systems 

(i.e. IAFIS, state, and local) are time-consuming and cumbersome 
–  Lack of funding limits expanded search opportunities 
–  Considerations for ways to best conduct latent print searches 
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LITS Outreach 

•  AFIS Vendors  
–  3M Cogent 
–  NEC 
–  MorphoTrak 
–  MorphoTrust (L-1) 
–  AFIX 
–  SPEX 
 

•  Federal 
–  DHS 
–  FBI NGI 
–  DoD BIMA 
–  CJIS APB LSSC 
–  Fed Forum 

•  Associations 
–  IAI Educational Conference 
–  IAI BIS Committee 
–  BCC 
–  National Sheriffs 

Association 
 

•  International 
–  INTERPOL 
–  CIBRA 11 
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•  States and localities 
–  Texas DPS 
–  Florida DLE 
–  WIN 
–  Cal DOJ 
–  Kansas 
–  Georgia  
–  New York 
–  Michigan 
–  NOVARIS 
–  Kansas City, MO 
–  Las Vegas, NV 
–  El Paso, TX 
–  Baltimore, MD 
–  Portland, Or 



How to Solve the Problem 

•  Agree to standard data definitions – EFS data set 
•  Develop common data exchange formats – vendor 

neutral data exchange transmission profiles - LITS 

•  Procure or upgrade AFIS to be accommodate LITS 
specifications 

•  Enter into Memorandum of Understanding (MOU) with 
agency desiring interoperability 

•  Develop appropriate connectivity 

•  Train examiners to use EFS and adopt a Best Practices 
approach 
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Latent AFIS Interoperability 



Writing Guides: Requests for Proposals 
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Writing Guides: Developing an MOU 
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Latent Transmission Interoperability 
Specifications (LITS) 
 •  EFS Profiles -Defines subsets of 

the EFS features that will be 
included in the ANSI/NIST ITL 
transaction.  

•  EFS Markup Instructions - A 
standard format to document the 
features used by humans in 
comparison decisions, for future 
reference or interchange with other 
examiners, or for courtroom. 

•  Latent Interoperability Transmission 
Specification - Defines transactions 
that can be exchanged between 
agencies, it is fully compatible 
with  FBI/EBTS Version 9.3 
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EFS AND LITS 

18 



LITS Conformance Classes 

•  Basic AFIS Implementation 
–  Latent searches – Image-only and Quick minutiae search 
–  Queries – Image Request, Biometric Decision 
–  Responses – Image Request Response, Search Results, Error 

Messages 
 

•  Optional AFIS Implementation 
–  Latent searches – Detailed Markup, other profiles 
–  Search results –Corresponding Minutiae 
–  Unsolved Latent File Transactions 
 

•  Casework Annotation and Exchange 
–  Comparison 
–  Analysis 
–  Casework Exchange 
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EFS and LITS Mark it and Send it 
•  What is EFS? 

–  Standardizes feature markings across all major AFIS vendors (including NGI) 
–  Using latent image and minutiae will meet most of your encoding needs (ridge 

counts for legacy systems only)  
–  Introduces latent quality markings (for annotation and comparison only) 
–  Supports highest accuracy offered by vendors using additional features 

(optional) 

•  Why EFS? 
–  To identify the minimal subset of features that are most effective in ordinary 

AFIS searches without imposing an undue burden on the examiner. 
–  To extend the limits of the kinds of images that are AFIS searchable. 
–  As a standard format to document the features used by humans in 

comparison decisions, for future reference or interchange with other 
examiners, or for courtroom/Daubert use. 
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Basic EFS features 
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•  More sophisticated representation of 
previously used features that are 
fully interoperable by all major AFIS 
vendors 

•  Use of image data for matching 
alone or in addition to minutiae 



EFS features in vendor neutral format 
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What can EFS provide in the future? 
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Comparison Casework 
Definition of the information content and 
determination of a comparison of two 
friction ridge impressions as discerned 
by an examiner during comparison and 
evaluation,  

•  for archiving,  
•  interchanges with other 

examiners,  
•  validation and quality assurance 

processing, 
•  documentation for challenged 

comparisons, and  
•  quantitative analysis. 



EFS Uses - Overall Quality/Confidence 
Assessment 
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Based on the size, regularity, and continuity of local quality areas 



Sample Requirements  
(Thanks to Peter Higgins) 

♦ Business Rule 012, Cross-jurisdictional 
Searches: The System will: 

  Ingest such in-bound Transactions [TP-TP (image based), LT-TP 
(image based and/or EFS Type-9), and PLT-KP (image based and/or 
EFS Type-9)], add them to the archive, process them locally, and return 
identification decisions or candidates to the submitters based on 
whatever agreement has been negotiated.  Retain is always set to N 
and priority is always set to 9 – unless an agreement has been reached 
with the external system giving them retention rights for unsolved 
latents or higher priorities, in which case the system will use the 
defaults for that business partner’s Transactions.  
  Permit users to create and send outbound TP-TP and forward latent 

searches to other systems and receive and process the responses; 
selectively using either the Extended Feature Set (EFS) Profiles 0, 1, 2, 
or 3 or an appropriate Type-9 encoding for forward latent searches.  
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Sample Requirements 
♦ Requirements that references prior 

BisRule 012: 
  The System SHALL support the selective 
forwarding of LFFS Transactions to the 
state or the FBI, first using an LPNQ 
Transaction, if appropriate, or to other 
systems (e.g., cross-jurisdictional partners) 
using the EFS or ULW to generate a more 
appropriate Type-9 record pursuant to 
BisRule012.  
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Why do we need to act now? 

•  NGI Increment 3 is coming on line in March 2013 
–  Latent units desiring to exploit NGI capabilities will need to 

upgrade their systems 
–  Interoperability across States and localities will require much 

of the same upgrade  
•  NIST ELFT-EFS testing program has demonstrated that all major 

vendors can effectively process the same manually marked 
latents using the EFS feature definitions 

•  All major AFIS vendors have indicated support for interoperability 
based on the EFS feature set. 

•  Need to ensure that upgrades to the State and local AFIS include 
interoperability  
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Additional Efforts Still Needed! 

•  Development of a latent standard business processes (best 
practices) 

•  Development of optimal search strategies to maximize 
identification objectives – high priority cases, routine cases (trade-
off of examiner time versus accuracy) 

•  Development of strategies for interoperability with legacy systems 

•  Development and adoption of methods to reduce and/or fuse 
candidate lists – reduce examiner review times 

•  Develop conformance testing for interoperable solutions 

•  Develop performance testing for interoperable systems (test 
specifications) 
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Interoperability issues that should be 
considered 

•  Are we able to identify the root cause of interoperability problems? 

•  Are new system acquisitions becoming more effective at avoiding 
the same types of interoperability problems that occurred 
yesterday?  

•  How can we quantify interoperability in an actionable way? 

•  How do we measure the tradeoffs between systems 
interoperability and  
–  Security? 
–  Availability? 
–  Performance? 
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Benefits of Latent Print Interoperability 

•  Reduce latent markup time 

•  Standardize latent examiner training 

•  Extend the searchable database 

•  Provide access to different matching algorithms 

•  Specify common annotation methodology 

•  Identify more criminals 
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Contact Us 

•  Reach the LITS Team through interop@noblis.org: 
–  George Kiebuzinski 
–  Peter Komarinski 

•  All draft documents are available at: 
–  http://www.noblis.org/interop 
–  http://www.nist.gov/oles/afis_interoperability.cfm  

•  For information on other Federal Latent AFIS Interoperability efforts: 
–  Melissa Taylor, melissa.taylor@nist.gov 
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