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STAFF PAPER 
 
WORKING GROUP TOPIC # 28 
 
Key Issues for Successful N-DEx Implementation 
 
PURPOSE 
 
The purpose of the paper is to address key issues pertaining to N-DEx training, N-DEx auditing, 
and N-DEx user management. 
 
POINT OF CONTACT:   
 
Damon A. Villella, (304) 625-2912, damon.villella@ic.fbi.gov 
Jill A. Grant, (304) 625-5494, jill.grant@leo.gov. 
 
REQUEST OF THE WORKING GROUPS  
 
Working Group Members are requested to review the following components, approve, make 
changes, or decline as a means of defining the present and future requirements for N-DEx 
training, N-DEx auditing, and N-DEx user management. 
 
BACKGROUND 
 
The Key Role of the Advisory Process 
 
Beginning with the National Crime Information Center (NCIC) in the late 1960’s, the Federal 
Bureau of Investigation (FBI) has shared management of the Criminal Justice Information 
Services (CJIS) Division systems with their state and local law enforcement partners through the 
CJIS Advisory Process.  This robust governance model has guided those national systems in 
such a manner that: 

• The owners of the data are also owners of the systems;   
• The government agencies required to appropriate and spend money for implementation 

and maintenance also fully participate in the development, deployment, and ongoing 
support decisions; 

• Over the years, the necessary controls have been placed on the systems, the contributors 
to the systems, and the users of the systems by those very same people.  The end result is 
that the users and contributors have taken ownership of the controls, as well as the data, 
and the systems have become self-policing.  This key factor has ensured their long-
standing integrity and success. 
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• The user agencies have true input through the Advisory Process because of the following: 
 The Working Groups are made up of one state representative and one local 

representative from each state.  Each of the Working Groups can elect three 
state and two local representatives from their Region to the Advisory Policy 
Board (APB).   

 The Working Groups meet twice a year to discuss agenda items that arise from 
the users and from the FBI.  The Working Group recommendations are raised to 
the Subcommittees. 

 The Subcommittees are made up largely of APB members, but also other 
Subject Matter Experts.  The Subcommittees consider the topics and 
recommendations from the Working Groups (often at a more detailed level) and 
create formal recommendations to the APB. 

 The APB is made up of members elected by the Working Groups, as well as 
members appointed by the FBI Director from special populations, such as the 
judiciary, corrections, the major law enforcement associations, and the 
Department of Homeland Security.  

 The APB reviews recommendations from the Subcommittees and formulates 
final policy and operational recommendations to the Director of the FBI.  
Operating under the Federal Advisory Committee Act, the APB is advisory; 
however, the Directors of the FBI have rarely not taken the advice of the APB, 
and those instances have almost all been where the recommendations have been 
overcome by events.  The successive FBI Directors have greatly empowered the 
APB through this faithful adherence to the APB recommendations.  As a result, 
the Advisory Process has been a true Shared Management Process.   

 
• Both states and locals bear financial and operational responsibilities to implement the 

systems within their borders and have full partnership with the FBI in the decisions 
affecting those expenditures.  The primary state agency in each state is called the CJIS 
Systems Agency (CSA) and their designated representatives are called CJIS Systems 
Officers (CSO).  The CSA and CSO are implementing APB policy requirements on 
behalf of the FBI and are the single point of contact for CJIS systems within their states, 
thus preventing the FBI from having to deal individually with the 18,000 law 
enforcement agencies using the CJIS systems.  This creates an economy without which 
the CJIS systems could not operate.   

 
The FBI CJIS systems are a key national infrastructure supporting local law enforcement and 
criminal justice agencies in their activities.  As such, because of the structure described above, the 
CSAs and CSOs have been and remain critical to the nation’s public safety and homeland security. 
   
The Great Urgency at Present 
 
N-DEx is a critical new national system and it is our responsibility to implement it as quickly as 
possible.  Because of the ever increasing concern for Homeland Security, as well as the always 
present struggle with the criminal element, we must maximize the system now that it exists.  Our 
responsibility to the citizens requires that we use N-DEx to share as much information as possible 
as soon as possible. 
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Maintaining CSO Roles 
 
That having been said, the long term success of N-DEx relies upon the CSOs taking up their 
CJIS responsibilities as they have for NCIC, Integrated Automated Fingerprint Identification 
System (IAFIS), Interstate Identification Index (III), Uniform Crime Reporting Program (UCR), 
and other CJIS systems, appreciating that some of the existing processes/policies within N-DEx 
(such as N-DEx Sharing Policy, N-DEx Memorandum of Understanding, N-DEx Data 
Connectivity, etc.) will remain status quo.  Most notably, the CSOs must be able to reach a level 
of comfort with the requirement to account for user management from the beginning of 
deployment, and the ability to address the anticipated future requirements for some level of 
training and auditing.     
 
The urgency of the deployment must remain faithful to the responsibilities and relationships 
established and sustained under Advisory Process.  Only in maintaining true to that proven 
formula can we guarantee the highest probability of long term success.  Critical to that long term 
success are the plans and implementation capabilities of the CSOs.   
 
Purpose of this Topic Paper 
 
Accordingly, the purpose of this Topic is for the Working Groups, Information Sharing 
Subcommittee, and the APB to address these specific issues and any others they identify as 
critical to the urgency of N-DEx deployment in such a manner that the CSOs are aware of the 
requirements, and are given some manageable options for fulfilling those responsibilities. 
 
The goal is to allow CSOs and local agency members to discuss and define workable future 
solutions for training, auditing, user management, and regional system related issues.  Working 
Group members are asked to modify the Policy Statements below to formulate other Policy 
Statements and conditions that will help define the anticipated future requirements, and identify 
economical means of fulfilling those requirements.  In this manner, the cost can become known, 
and CSOs and local agencies can move forward at present, with a better idea of what is coming 
in the future. 
 
DISCUSSION AND ANALYSIS  
 
Even though it has been recognized from the outset that N-DEx is a different type of system than 
NCIC, III, the National Sex Offender File, IAFIS, and other CJIS systems, the CSOs and other 
members of the Advisory Process have affirmed through formal votes that N-DEx should be 
implemented with the same CSO coordination role.  However, the APB was careful to caveat 
their final motion with language requiring that no CSO would prevent any local agency from 
participating in N-DEx.  The CSOs participated in that policy decision, and affirmed it 
overwhelmingly in a separate CSO survey. 
  
Notwithstanding that affirmation, CSOs are currently facing significant challenges to take on and 
sustain their traditional role vis-a-vis N-DEx.  Following are specific areas of concern: 
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Training 
 

CSOs are required to have a formal training program for NCIC and III that ensures users 
are trained initially and that training is re-certified biennially.  This requirement is 
expensive and caused a number of states to have to re-align in-state priorities and 
funding.  At the same time, the FBI, under the Advisory Process guidelines, does allow 
for creative training methods such as computer-based training (CBT), video training, etc. 

 
Because of the unknown costs, the APB has not yet required training for N-DEx 
participation.  Because of a widespread acknowledgment of the critical value of training, 
there is an expectation that training will be required.  In addition, many CSOs feel a 
responsibility for appropriate training, apart from a formal requirement.  Local agencies 
likewise realize the importance of N-DEx training, but also its cost.  The purpose of this 
paper is to discuss strategies for a meaningful training plan that can be implemented once 
costs become clearer. 

 
Recommendations  

 
The FBI can help the CSO concerns for delivering the training and the local agency 
concerns for participating in the training as follows: 
 By developing an N-DEx policy-level CBT module to go with the current 

operational CBT modules that can be made available to all users encompassing 
NCIC, III, and N-DEx, that addresses typical query and dissemination 
requirements, as well as those related to permissible usage and access; 

 By developing basic course hand out materials that can be used by the CSOs to 
fulfill the anticipated requirement; 

 By developing a video training that would address policy level training; 
 By developing interactive web-based training to alleviate the requirement for N-

DEx personnel to physically visit training sites, when it is expected that future 
training requirements will be adjusted; and  

 By developing automated lists of persons who have taken the N-DEx CBTs. 
 
Request of the Working Groups 

 
Working Group members are asked to review the following components for a Start-Up 
Strategy for N-DEx Training and approve, make changes, or decline it as a means of 
defining the present and future training requirements.  These are just suggestions meant 
to stimulate conversation.  There are certain key principles that must be 
learned/understood by all state and local users (to be identified by the Working Groups) 
and should be certified by agencies on some recurring schedule that all users have 
received these key principles.  Working Groups should fill in any missing areas of 
concern or offer alternative solutions for both state and local training. 

 
Present Training Requirement: 
Possible policy statement:   
All users must be made aware of the policy requirement to contact the entering 
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agency prior to taking official action with N-DEx data, permissible incorporation 
of N-DEx data into agency databases, and the permissible uses of N-DEx.  
Furthermore, N-DEx training is not required at present.  Appropriate training is 
highly recommended. 

 
Future Training Requirement 
Possible policy statement: 
Additional training will not be a policy requirement at least until presented to the 
Working Groups in __________ (for example: Spring of 2011).   

 
Future Training Possibilities 
Possible policy statement: 
CSOs are highly encouraged to integrate N-DEx training into existing NCIC and 
CJIS systems training.  Future training requirements for N-DEx may be 
completely fulfilled through FBI-produced or FBI-approved computer and web-
based modules, through use of FBI-handouts, or implementation of other FBI 
approved training tools.  If FBI CBTs are used and are on the N-DEx system, the 
FBI could then provide automated lists of trained individuals in each state. 

 
 Reference:  

Spring 2010 Working Group Topic #25, N-DEx Certification Process. 
 
Auditing 
 

CSOs are required to have a formal audit program for NCIC, III, Sex Offender, National 
Instant Criminal Background Check System, and UCR.  The CSAs must audit all 
agencies in their states at least once every three years.  As with Training, the Audit 
Program requirements have been a significant burden upon the CSAs and have caused 
shifts in state funding priorities.  For example, at least one state was unable to come into 
compliance until the APB Sanctions Committee Chair wrote a letter to the Governor 
advising him of the state’s lack of compliance.  A shifting of financial priorities ensued 
and the program was begun.  

 
In the same manner as for Training, alternative audit processes are also presently 
acceptable.  Specifically, mail-in audits are a means that many states use to defray the 
significant costs of travel.  This is less effective, especially for technical audits, but it is at 
least a minimal strategy for fulfilling the state responsibility of auditing.  It also sends a 
message to the user agencies that they must take responsibility for all aspects of their use 
of the system.   

 
As with Training, N-DEx does not currently require that the CSOs audit system use.   
There is a reasonable expectation that some sort of auditing requirement will evolve.  It is 
important to note that data quality is not an audit consideration for N-DEx, which greatly 
reduces the audit process.  The focus of the N-DEx audit is on correct use by the recipient 
agency.  This fact may create opportunities for alternative audit solutions.  A key 
consideration with both Training and Auditing is the role of the regional systems, which 
is addressed separately, below. 
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Recommendations  
 

The FBI can help the CSO Auditing concerns as follows: 
 By developing a set of questions and actions that the current state level 

NCIC/III auditors could use to incorporate the N-DEx audits into the existing 
CJIS Audits; 

 By developing a draft mail-in audit document that states could use, if they were 
unable to incorporate it into the existing CJIS audits; and 

 By developing a Self-Audit document that states could use if they were unable 
to do either of the above.   

 
Request of the Working Groups 

 
Working Group members are asked to review the following components for a Start-Up 
Strategy for N-DEx Auditing and approve, make changes, or decline it as a means of 
defining the present and future auditing requirements.  These are just suggestions meant 
to stimulate conversation.  Working Groups should fill in any missing areas of concern or 
offer alternative solutions for both state and local auditing.  Aa a group we should at least 
consider out-of-the box solutions. 

 
Present Auditing Requirement: 
Possible policy statement:   
The FBI will include N-DEx system use audits in their triennial audits of CSOs.  
CSOs do not have statewide auditing requirements at present.  CSOs are 
encouraged to incorporate questions related to the correct use of N-DEx into their 
existing NCIC and/or other CJIS audits.  CSOs are highly encouraged to develop 
a mail-in or self-audit program if they are unable to incorporate N-DEx auditing 
with the other CJIS Audits. 

 
Future Auditing Requirement 
Possible policy statement: 
CSOs will not be required to perform a formal statewide audit at least until the 
issue is presented to the Working Groups in __________ (for example: Spring of 
2011).  The FBI’s N-DEx system use audits will remain informational and not 
sanctionable until a timetable for that issue is considered by the Working Groups 
at the same meeting. 

 
Future Auditing Possibilities 
Possible policy statement: 
N-DEx Auditing will focus on correct system use.  CSOs are encouraged to 
integrate N-DEx system use questions into their current NCIC and CJIS systems 
auditing.  Future auditing requirements for N-DEx may be completely fulfilled 
through mail-in audits, or local agency self audits that are verified (checked for 
completion and sign-off) by the CSA at the time of NCIC or other CJIS local 
agency audits, through whatever means those other CJIS audits employ.  
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Alternatively, the policy statement could include the following:  CSOs must 
triennially perform on-site correct use audits of at least    ?   % of the N-DEx 
agencies.  
 
These policy statements do not affect the existing requirements for auditing of 
NCIC and III use, whether it is through the CJIS WAN or through N-DEx. 

 
Again, the goal is to allow CSOs and local agency members to discuss and define workable 
future auditing solutions at present.  Working Group members are asked to modify these Policy 
Statements and to formulate other Policy Statements and conditions that will help define the 
anticipated auditing requirements and identify economical means of fulfilling those 
requirements.   
 
 Reference: 

 Spring 2010 Working Group Topic #26, N-DEx Audits. 
 
User Management 
 

For most CSOs, managing N-DEx users is a different process from managing users for 
the other CJIS systems.  N-DEx policy requires the CSOs to act as the clearinghouse for 
user sign-up in their states.  Because the network of access is different, this requirement 
does not easily integrate into current state user management activities.  While it is not a 
large start-up resource issue, it will certainly increase when states have a large numbers 
of N-DEx users signed on and they have to keep up with persons being added and deleted 
and their authorities being validated.  The fact that Law Enforcement Online validates a 
user every six months to make sure they are still with the same agency is a benefit, but it 
does not act as a near real-time monitoring for validating users or for validating future 
users.   

 
There is uncertainty among the CSOs regarding the extent of this responsibility and their 
authority to delegate portions.  Those states that choose to allow NCIC and III access 
through N-DEx bear the additional burden of having to verify NCIC user training as well. 

 
Recommendations: 

 
The FBI can help alleviate CSO User Management concerns as follows: 
 By creating a clear policy statement of exactly what the requirements are at 

present; 
 By identifying acceptable levels of delegation to local agencies or regional 

information sharing systems; and 
 If possible, by identifying an automated user validation process that could be 

generated from the system and perhaps sent directly to the user agencies and the 
CSOs. 
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Request of the Working Groups 
 

Working Group members are asked to review the following components for a Start-Up 
Strategy for N-DEx User Management and approve, make changes, or decline it as a 
means of defining the present and future user management requirements.  As with the 
other areas, these are just suggestions meant to stimulate conversation.  Working Groups 
should fill in any missing areas of concern or alternative solutions for both state and local 
user management. 
 
User Management Requirement: 

 
Possible policy statement:   
CSOs are responsible for ensuring only appropriate users are allowed access to N-DEx.  
That can be accomplished centrally at the CSO, or in a delegated manner to the user 
agency.   
 
A CSO may delegate user sign-up and periodic verification to the Chief, Sheriff, or other 
Chief Executive of an authorized local user agency.  To delegate this authority, the CSO 
clearly communicates in writing to the executive the restrictions on who may be allowed 
access to N-DEx and the requirements for verification.  Fulfillment of this delegated 
authority should be reviewed in whatever level of auditing is required in the future.  The 
CSO or the FBI must also provide the local user agency to whom this authority is 
delegated a user list at least _________________ _______________ (for example: once a 
quarter; twice a year; annually) for verification. 

 
In-State Regional Systems 

 
A good number of CSOs have Regional Systems within their states.  The relationships 
with those systems can affect the above policy statements.  Some considerations are 
strictly internal to the states, and need internal resolution; however, some issues are not.  
(Namely, CSOs are very concerned by being tasked with Training, Auditing, and User 
Management for regional systems, when those systems are sending data through the state 
and when those systems are sending data directly to N-DEx, not going through the state). 
While there has been a consensus in the Working Groups, Information Sharing 
Subcommittee (INSH), and the APB that the CSOs should retain policy management for 
all agencies and systems within their states, the reality of having the policy enforcement 
responsibility when they are not participating in the submission of data or the submission 
of queries is making some CSOs express concern. 

 
Recommendations  

 
It is recommended that same approach for local agencies is followed for regional 
systems.   
 
Request of the Working Groups 

 
Working Group members are asked to review the following components for a Start-Up 
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Strategy for CSO Requirements of regional systems and approve, make changes, or 
decline it as a means of defining the present and future requirements. 
 
Delegation of Certain Activities to Regional Systems 
 
Possible Policy Statement: 
CSOs may delegate Training, Auditing and User Management of in-state users to 
participating regional systems within their state if the regional systems meet the 
following conditions.  (Delegating Training, Auditing, and User Management to regional 
systems located in other states should also be addressed). 
 
The Regional Systems must have written plans for those functions that include at least: 
• Training of all new users with at least the same policy requirements as for the CSO; 
• Auditing of their own system with at least the same policy requirements as for the 

CSO; and 
• User management that includes controls to screen new users to CJIS standards and 

to validate users at least as frequently as required for the CSO. 
 
The possible self-auditing by the regional system needs careful discussion and 
consideration.  An additional requirement could be that the CSO must audit the Regional 
System for compliance to these standards.  Auditing may be accomplished through the 
same means and at the same level as required for their auditing of local agencies. 

 
CONCLUSION 
 
These Topics are being brought forward to the Working Group so that the CSOs and local 
agencies will quickly have the opportunity to participate in the formulation of policies on these 
critical areas and to participate in creating a realistic start-up strategy for themselves.  In 
addition, the Working Groups, INSH, or the APB can lay out review processes to recycle the 
issues after a set period of time. 
 
This discussion will also allow members of the Advisory Process to consider whether there is a 
new model that should be created which might sustain the CSOs control within the state at the 
level desired by the CSA and within the CSAs financial capabilities, but also provide a means of 
unfettered participation by all local agencies.  The discussion by the Working Groups, INSH and 
APB should include whether we need to shift the model at all in that regard, or whether the 
above discussion represents such a shift at some level. 
 
Having the CSOs more comfortable with these issues through well developed policy statements 
from the APB will reduce obstacles to state participation and forward the goals of more data in 
the N-DEx system and more users taking advantage of that data. 
 
 Reference: 

Spring 2010 Working Group Topic #27, N-DEx Dissemination Policy. 


